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1. INTRODUCTION

The Multi-Family Solution makes for easy, convenient access management of every opening in your multi-
resident property. ASSA ABLOY ACCENTRA™ Multi-Family Management System is the user-friendly, cloud-
based software that lies at the heart of the whole access control operation. Featuring an intuitive user
interface, access rights for your residents, visitors, and staff can be managed remotely from any internet-
enabled PC, tablet, or smart phone, anywhere in the world.

Please note that all of the system setup should be done using the configuration service prior to configuring
offline locks and online updaters in the Multi-Family Management System using the Multi-Family mobile
configuration app.

To access the Multi-Family Management System Cloud-Based Software, follow the link below:

https://app.accentra-assaabloy.com/

Log in to the software using the
user name and password previously
provided.

ACCENTRA | Multi-Family
aEsEkeen
ASSAABLOY | Management System

Cloud-bas i
manage a

trol technology to
T revoke access,
customize system settings and monitor logs.

mmmmmm

FORGOT PASSWORD

If you forgot your password, click
the Forgot Password? link below
the Login button. The Forgot
Password screen appears. Enter
your email address and then click
the Request Reset Link button.

ACCENTRA | Multi-Family
—
ASSAABLOY | Management System

Forgot your password?

A success message is displayed
in the upper right corner of the
screen.
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Check the inbox of the email/ _

. Please check your inbox for reset
username entered in the Forgot V' password link.
Password screen.

[EXT] Password Reset

C“Ck the llnk n the emall to @ NO-REPLY MSF Services <noreply-MSFservices@assaabloy.com> ‘ © Reply | © Reply Al | 7 Forverd ‘ B

navigate to the Change Password o™ e
screen.
You are receiving this email because we received a reset password request from your account.
In the Change Password screen Please cick here to reset password for your account (your username is the email address this email was sent to.
enter th e New passwo rd an d ‘th en s 5001 a5 you have completed this, you will be able to login to the system you have been granted access to.
e nte r It a secon d tl me -to co nfl m Please note that the link to reset password will expire in 30 minutes.

the password. Click the Reset
Password button.
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The Multi-Family Management System Software is managed by three services:

+  Administration

- Configuration

+  Reporting

These services manage different functions within the software and each is discussed in detail in this User
Guide.

To access a service, simply click on the service on the left side of the screen.

A Super Admin function is available to the System Owner, and to any administrative users the System
Owner grants Super Admin privileges. This function only appears on the screen if the user has Super Admin
privileges.

If the User manages more than one system, click _ .
on the system name at the top of the screen to @ | 8 Papincau, Elizabetn o'
view a drop-down list of all available systems. \

The left side of the screen contains
a list of the services and the
functions managed by each service.

The User Guides button on the
bottom left side of the screen

provides access to all of the

guides and manuals for the

software.

The bottom left side of the screen The top right side of the screen shows  The bottom right side

contains icons for Help, Terms & the logged in User’s user name, a profile  f the screen shows

Conditions, About, and Logout. button, netification button, and a the What's New
feedback button. button. Click to see

what new features
have been added to the
system.
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PROFILE, NOTIFICATIONS AND FEEDBACK

® Profile:

When clicked, the profile button shows a drop-down menu allowing the user to Papineau, Elizabeth e'
select their notification preferences. Selecting Notification Preferences opens
the user notification preferences page of the logged in user. This page displays the
User Email address, the user Phone Number and the notification selections.

@ Metification Preferences

To edit the Notification selections, Ve
click the edit (pencil) button.

ACCENTRA
ASsAABiOY

Select the check-boxes for the
type of notification desired (In PO - IU
Browser, Text, or Email) for each @
maintenance event.

Notification Preferences

—— e 11234567690

ggggg

If In Browser is selected,
notification messages appear in
the Notification (bell) screen when
a notification is triggered.

If Text (SMS) is selected, a text
message is sent to the phone
number entered in the system.
NOTE: standard message and
data rates may apply. A single
text message is sent each day for
each notification type.

@ | @ Papineau. Eizabetn o.

If Email is selected choose

either Immediate or Summary.
Immediate sends an email to

the email address entered in the
system when the notification

is triggered. Summary sends a
notification list at the end of every
day.

mmmmmmmmmm et By,

C
C

C
C

0ago0oaoc

1[0 00|

L
[

[
[

O0ooOooo0oooooo

ooo

When finished editing, click the
Save button to save the changes.
Click the Cancel button to discard
the changes.
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D_ Notifications:

When clicked, the notification
button opens a list of
notifications. Select All to view all
the notifications. Select Unread to
view only the unread notifications.
Select Read to view only the
previously read notifications. Click
View All to open the list in full-
screen mode.

ACCENTRA
ACOENTRA, Papineau, B -
® | @ Pipnew. Cizabern 0

Notifications

Al Unesd  Read

Notifications View All

Al @ Unread Read

o o o »

No Alerts Right Now!

olif NGTes

G Feedback:

When clicked, the feedback button
opens a new browser tab with

the ASSA ABLOY ACCENTRA
feedback site. Click the Start ASSA ABLOY ACCENTRA Feedback

button to begin the feedback
survey.

about what you love, but also what you feel we should

jour experience, we will guide you through a few
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WHAT'S NEW

The What's New feature is used
to highlight the new features/
functions added for the software
release. Click the What's New
button to view the list of new

features/functions.

Click each individual item for
more information about that
feature/function. Click the Explore
Feature button, or other buttons
in the description as available to
see what they do.

EXPLORE FEATURE

To close the information window,
click the X in the upper right
corner of the information window.
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GENERAL TOOLS

General tools appear at the bottom of the navigation pane on the left side
of the screen. These tools include Help, Terms & Conditions, About, and
Logout. —— ey

ASsAABLOY

Froquentl tions

General  Adminstraton  Configuration  Reporting  Super Adin  Resident Managed Access

The Help screen provides
information and Frequently
Asked Questions for General
information, Administration
service, Configuration service
Reporting service, Super Admin,
and Resident Managed Access.

. system, I have access to mulple systems?

it ?

aaaaaaaaaaaaaaa

‘What are the compatible devices for ASSA ABLOY ACCENTRA™ Access App. €]

ACCENTRA
o souions Resources < e Tanng SR a
ASSA ABLOY
[Ereereamas]
aye
The Terms & Conditions button opens a
ASSA ABLOY ACCENTRA'End User B ASSA ABLOY ACCENTRA Cookie Notice - Separate browser W|ndOW and d |Sp|ays the
License Agreement
. ASSA ABLOY ACCENTRA” Terms of Service - ACCENTRA Poli cy Center.
ASSA ABLOY ACCENTRA Privacy Notice -
United States
ASSA ABLOY ACCENTRA Privacy Notice -
Canada
ACCENTRA Qi
—_— Abouus
ASSA ABLOY Cosers
s sosanns P
s
G
>
cseertrmennst s oot | v s sccan 018 o @
o
@) Syetem information
‘System Name System ID.
The Hbiscs st M Teoues
une
Tota mbor ot doors Numser o onfgred dors
it s
necess s
ot umberf doors Numser o ontgred i doors Number of conturd afinedors
h ‘ .

The About button provides all the
system information for the current

Syste m Wi Google hvome sorsnove
Wedous [P— Worabore
Windows Moot e Exple "

‘Applicaion Version & New Features

+ Rebranding

Need More Help?

ASSA ABLOY ACCENTRA Integrator

[ - - Sermcgmann O S




MULTI-FAMILY MANAGEMENT SYSTEM ACCENTRA
CLOUD-BASED SOFTWARE

ASSA ABLOY
User Guide

USER GUIDES

The User Guides button appears at the bottom of the navigation pane on
the left side of the screen. When clicked, this button opens the User Guides AR User Guides
screen.

Click on either English or French
(if available) to open the English
or French version of the named
document. The document opens
in a new browser tab and can be
downloaded or printed using the
buttons in the upper right corner
of the document screen.

Multi-Family
Management System

Cloud-Based Software
User Guide
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2. DASHBOARD

The Dashboard shows a quick overview of the entire system, system announcements and quick access to
functions like creating leases, creating visitors or staff, credential lookup, credential hand out/hand in and
lookup, door unlock and One-Time PIN creation.

The top part of the screen shows the following information:

Info: ) 18 e @
Available Units - number of units B i :
that are available for lease e

T Tampering Detects ed
Resident Managed Access™
L B Hendin/Block B Hendow © By creselesse 2o Create Vistor/ Sttt

Active Residents - the number of
active residents with access to
the Resident Managed Access™
features and functions. (Active
residents are those that have set
up an individual login.)

wwwwwww

Leases ending shortly - number of
leases ending in 30 days or less

Visitor/Staff Validity - number of visitor/staff credentials expiring in 30 days or less

Maintenance:
Remaining OTPs - number of locks that have 20 or fewer One-Time PINs remaining in memory.
Low Battery Warnings - number low battery warnings from all the locks
Blocklist Full - number of locks that have a full blocklist

Lock Jammed - number of doors in a lock jammed state

Alerts:

Offline updaters - number of updaters that are offline
Blocklist Card Detected - number of times a card on the blocklist has been attempted to be used
Failed to Unlock - number of times doors have failed to unlock

Tampering Detected - number of doors where tampering is detected

The information in each list is ordered based on the number of items, highest number to lowest number.
Some of the items have more information. Click on the each display item to see more information.
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Buttons on the screen allow the user
to quickly access the screens to
create a lease, create a visitor/staff,
search for a user/credential, hand in/
block credential, hand out credential,
manage updater schedule, or unlock
door. The unlock function can either
issue a one-time PIN code for offline
locks, or issue an unlock command
for online updaters/locks. Create
Lease, and Create Visitor/Staff work
only if the user has Administrative
privileges assigned.

NOTE: The Quick Actions functions are assigned by the SuperAdmin. If these functions do not work, they
were not assigned to the user.

System announcements appear in the Your Notes

Announcements/Inbox on the left side of the T )

screen. The user can add notes in the Your Notes prp—

section on the right side of the screen. To add a

note click the Add your note here button. A note (2 paayournot e )
text box appears. Your Notes

Type the note in the box. When the note is

complete, click the Done button. Click the Cancel

button to discard and not save the note. When a

note is saved, the author’s name and the date the Your Notes

note was entered appears at the bottom of the (o )
nOte bOX' Hand out credential for unit 1101 w

Add Note

To delete a saved note, click the trash can button. e e

03/19/2024 09:42

A maximum of ten (10) notes is allowed.

10
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REMAINING OTPS

When there are doors with 20 or fewer remaining O Remaining OTPs (<= 20) 1
One-Time Passcodes, click on the tile for a list

of doors. Selecting a door will enable the ability to

exhaust the rest of the one-time passwcodes in the Fomang OTPS(20) veert (=
door lock. When the warning message appears, —
select the Are You Sure You Want To Continue?
checkbox. This enables the Exhaust button. Click
the Exhaust button to exhaust the remaining OTPs.
Click the Close button to exit without making
changes.

NOTE: See the Multi-Family Mobile Configuration
Application User Guide for information on
how to reset and reconfigure or update
individual locks. Remaining OTPS (<= 20) view Al 2 earen

Ce=) CED

11
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3. SUPER ADMIN

The Super Administration area is only used to create Multi-Family Management i e
System administrative users and assign roles and permissions within the User
Interface (UI). It is NOT possible to perform routine tasks, such as assigning area 3 Deshboard
access, creating and maintaining credential holders, and managing leases, in the
Super Administration area.

A Administration
.. . . L. , - &% Configuration
The Super Administration area is used to limit users’ ability to access selected

S " ,
functions in the Cloud UlI. & Reporting

After purchase, the system owner receives an email with a link to complete the G4 superpdmin

sign-up procedure. The link directs the system owner to an authentication page | s
where a new password is entered. When the password is successfully changed, a & suppor Comact
link appears instructing the owner to click the link which directs to the Multi-Family
Management System site.

/ Preferences

MR User Guides

@ B

<

12
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USERS

A User is any person who will have
access to any of the services in
the software. These users have
administrative access to the
system. Users are assigned roles
that specify and restrict their
permissions when working in the
software.

ADDING A USER

To add a user, do the following:

N

Click Super Admin and then click Users on the left side of the screen. A list of users appears.
2. Click the Add User button. The Add User screen appears.
3. Enter a First Name (required) for the new user.

4. Enter a Last Name
(optional) for the new user.

ACCENTRA @ | BS  Papineau, Elizabetn e
o

5. Enter an E-mail address
(required) for the new user.
NOTE: E-mail address
MUST be entered correctly.
This is the login User Name
that is assigned to a user
in the system. It is also the
email address to which the
invitation email is sent.

yyyyyyyyyyyyyyyyyyyyyyy

6. Enter a Phone number
(optional) for the new user.

7. Click in one or more role/
privileges check-boxes to select the role/roles for the user and the Dashboard privileges the user

will have. At least one role must be selected. The Roles/Privileges default selections are:
- Dashboard: all available dashboard options selected
- Administration: Access to the Administration section of the site,

Dashboard Quick Actions: Credential lookup, Hand in/Block, Hand

out, Unlock Door/One-Time PIN, Create Lease, Create Visitor/Staff

13
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- Configuration: Access to the Configuration section of the site,
Dashboard Quick Actions: Credential Lookup, Manage updater Schedule

- Reporting: Access to the Reporting section of the site

- Super Admin: Access to the Super Admin section of the site

8. Review the user information. If the information is correct, click the SAVE
button to complete the user creation. The SAVE button is not enabled until
all of the mandatory fields are filled in. Click the CANCEL button to discard
the changes return to the Users screen.

Once a user is created, the user will receive an email from ASSA ABLOY Cloud Services Team
<ASSAABLOYAB-ST-MSFServices@email.assaabloy.com>. Inform the user they will receive an email and
they should check their junk and/or spam email folder.

When the user clicks the link in the email, they are brought to the login page to set their password.

2 Reply 1B Reply All [ Forward G2 1M

Tue 3/31/2020 1:00 PM
H ASSA ABLOY Cloud Services Team <ASSAABLOYAB-ST-MSFServices@email.assaabloy.com>
[EXT] Newly created account for Accentra administration

o ~

You have been granted administrative privileges for the above mentioned account. This will allow you to manage aspects of the Accentra
Access Control system through the web-based portal.

Please click here to set a secure password for your account (your username is the email address this email was sent to).

As soon as you have completed this step, you will be able to access Accentra and the system(s) you have been granted access to.

SEARCH FOR A USER

To search for a user, do the following:
1. Click Super Admin and then click Users on the left side of the screen. A list of users appears.

2. Enter the search criteria in the Search box at the top of the Users list.
NOTE: Any text or part of text used in the Search field that is part of the . Search
user's name will appear in the Search results. :

3. The search results are displayed automatically.

14
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DISPLAY USER INFORMATION

To display user information, do the following:

ACCENTRA °
ACENRA @ | @ Papiesu Eizaben -
= B | @ Panen,

1. Click Super Admin and then
click Users on the left side
of the screen. A list of users
appears.

...........

2. Click on the desired user
name. Use the Search
function to find the desired
user name. The User
Information screen appears.

3. Toreturn to the users list,
click Arrow next to User
Information in the upper left
corner of the screen.

< User Information

The User Information screen shows the user name, description, email, phone number and the roles/
privileges the user has been assigned.

DELETING A USER

To delete a user, do the following:
1. Click Super Admin and then click Users on the left side of the screen. A list of users appears.

2. Click on a user name from the list, or use the Search tool to find the desired user name. The User
Information screen appears.

3. Click the Trash Can button in the upper right side of the screen. o
A Delete Confirmation screen appears.

4. Click the Delete button to confirm user delete.

Click the Cancel button to keep the user. 8 ) Delete User

Are you sure you want to delete Lieberman, Bryan?

15
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EDITING A USER

To edit a user, do the following:

1.

Click Super Admin and then
click Users on the left side
of the screen. A list of users
appears.

Click on a user name from
the list, or use the Search
tool to find the desired user
name. The User Information
screen appears.

Click on the pencil button
in the upper right side of the
screen.

The Edit User screen
appears.

Make the desired changes

to the user name, phone

number, and/or roles and

privileges.

NOTE: the e-mail address
cannot be edited.

Click the Save button to
save the changes. The
User Information screen is
displayed. Click the Cancel
button to discard changes
without saving.

ACCENTRA

L ———

ASSA ABLOY

ACCENTRA
Accenian, Papinea, .
I pr—— Y
€ User Information /0
—— 1234567890
AcCeNTRA
papineas iz ()
& | & P [ )

123456.7890

16
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SUPPORT CONTACT

Support Contact contains the information used to contact the designated support representatives for the
system. There are two support contacts, one for the system portal users and one for the mobile credential
access app or Resident Managed Access™. The support contact information for the system appears

in the About screen. The support contact information for residents appears in the Support menu in the
ASSA ABLOY ACCENTRA™ mobile credential access application, and in the Help section of the Resident
Managed Access™ portal.

ADDING CONTACT DETAILS

To add a contact, do the following:

1. Click Super Admin and then
click Support Contact on
the left side of the screen.
The Support Contact screen
appears.

2. Click the Add Support
Contact button under For
Access App or Resident
Managed Access™ Users.
The Add Support Contact
screen appears.

& ADD SUPPORT CONTACT

3. Enter a Name (required) for

ACCENTRA
E @ | B Papncau Eizaven e

ASSAABLOY

the new contact. e PR E— ()
4. Enter an E-mail address e

(required) forthe new  BEESEE - .

contact. NOTE: E-mail <

address MUST be entered
correctly.

5. Enter a Phone number
(optional) for the new
contact.

6. Click the Save button. The
new contact is added to the
Support Contact list. Click
the Cancel button to stop
adding the contact information and return to the Support Contact screen.

7. Click on For Access App or Resident Managed Access users.

17



MULTI-FAMILY MANAGEMENT SYSTEM ACCENTRA
CLOUD-BASED SOFTWARE ———

ASSA ABLOY
User Guide

8. Click the Add Support = %) (%) [pmann °
Contact button. The Add oy
Support Contact screen o :
appears. e &

9. Enter a Name (required) for
the new contact.

10. Enter an E-mail address
(required) for the new
contact. NOTE: E-mail
address MUST be entered
correctly.

11. Enter a Phone number
(optional) for the new contact.

12. Click the Save button. The new contact is added to the Support Contact list. SAVE CANCEL
Click the Cancel button to stop adding the contact information and return to - -
the Support Contact screen.

DELETING CONTACT DETAILS

To delete a contact, do the following:

1. Click Super Admin and then click Support Contact on the left side of the screen. The Support
Contact screen appears.

2. Click the Trash Can button in the upper right side of the screen. 0
A Delete Confirmation screen appears.

3. Click Delete to confirm contact delete the contact details. Click U Delete Support Contact

Cancel tO keep the COI’]taCt Informatlon Are you sure you want to delete support contact?

18
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EDITING CONTACT DETAILS

To edit a contact, do the following:

1. Click Super Admin and then EY 2)(3) [ °
click Support Contact on Ee
the left side of the screen. o R . =
The Support Contact screen

appears.

2. Click on For ACCENTRA
Portal users or For Access
App or Resident Managed
Access users.

3. Click on the pencil button
on the right side of the 7
screen. The Edit Support
Contact screen appears.

4. Edit the Name (required) for the contact.

5. Edit the E-mail address (required) for the contact.
NOTE: E-mail address MUST be entered correctly.

6. Edit the Phone number (optional) for the contact.

SAVE CANCEL
7. Click the Save button. The updated contact information is saved. Click the -
Cancel button to stop editing the contact information and return to the Support
Contact screen.

19
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PREFERENCES

Preferences contains the settings for the Resident Managed Access™ functionality, limited Dashboard
preferences, and Parking Solution. If Resident Managed Access™ is enabled, selected residents are able
to hand out mobile credentials to their guests. Dashboard preferences include the setting of One-Time
PIN code lower limit display. If Parking Solution is enabled, administrators are able to hand out parking
credentials for resident vehicles.

EDITING PREFERENCES

Multi-Family Management System ACCENTRA o=
The Hibiscus at Maibu =

To edit Resident preferences, do
the following:

# Preferences

1. Click Super Admin and then
click Preferences on the
left side of the screen. The
Preferences screen appears
with the Resident section
displayed as default.

Unlock Door Show Access Activity to Resident
- Remote Unlock (Online Doors) ) -Residemt

2. Click on the pencil button
on the right side of the
screen. The Edit s
Resident Preferences
screen appears.

3. Select the Enabled check
box to enable the Resident
Managed Access™
functions.

aBior & | &  Papineau, Elizabeth °-
ASSARBLOY =

Resident v

4. Select the desired Features
check boxes:

Guest Access - allows
the residents to issue
mobile credentials to
guests. Type in the
desired Number of
Guests Allowed per
Lease (maximum
number of guest
credentials that can be issues per lease) and Guest Validity in Days (maximum number of days
guest credentials are valid).

Unlock Door - select the desired check boxes to allow the resident to remotely unlock doors or
issue One-Time PINs to offline locks.

Show Access Activity to Resident - select the desired check boxes to allow the resident to view
their and/or their guest’s access activity.

5. Click the Save button. The updated preferences are saved. Click the

Cancel button to stop editing the preferences and return to the Preferences CANCE SAVE

20
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To edit Dashboard preferences,
do the following:

1. Click Super Admin and then
click Preferences on the
left side of the screen. The
Preferences screen appears
with the Resident section
displayed as default.

2. Click on Dashboard to
display the Dashboard
preferences.

3. Click on the pencil button
on the right side of the
screen. ;

The Edit Dashboard
Preferences screen
appears.

] DN pee——— X

4. Enter the desired value for
the lower limit of remaining
OTPs in locks. Any locks
with the number of
remaining OTPs below this
number are displayed in the
Dashboard.

See “Remaining OTPs" on
page 11.

5. Click the Save button. The
updated preferences are
saved. Click the
Cancel button to stop CANCEL SAVE
editing the preferences and - -
return to the Preferences
screen.

Parking Solution >

21



MULTI-FAMILY MANAGEMENT SYSTEM
CLOUD-BASED SOFTWARE

User Guide

ACCENTRA

L ———

ASSA ABLOY

ACCENTRA
ASSAABLOY

To edit Parking Solution
preferences, do the following:

1. Click Super Admin and then
click Preferences on the
left side of the screen. The
Preferences screen appears
with the Resident section
displayed as default.

2. Click on Parking Solution to
display the Parking Solution
preferences.

3. Click on the pencil button
on the right side of the

ACCENTRA
ASSAABLOY

screen. P
The Edit Parking Solution 7 prerei
Preferences screen
appears.

4. Select the Enabled check
box to enable the Parking
Solution functions.

5. Click the Save button. The
updated preferences are
saved. Click the
Cancel button to stop
editing the preferences and
return to the Preferences

Parking Solution

@ | g Papineau, Eiizabeth o-

screen.

CANCEL SAVE
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4. CONFIGURATION

The Configuration service manages all elements of the system that control access to the facility, such as
residential units and buildings, access areas, access profiles, and access (door) groups. This service also
manages door and updater/controller schedules, system settings and preferences such as One Time PIN
and revalidation interval.

When Configuration is selected, the Units & Buildings screen appears by default. Any of the other
configuration items, such as Schedules and Settings, can be selected from the left side of the screen.

Multi-Family Management System ACCENTRA ® | & Papineau Elzebenn e,
The Hibiscus 3t Malibu ASSAABLOY - )
A Unitssore)  Buildings a b search KA A Aoounr A MANAGEUNTS
Q) et 1101 s s
Tucan 1 101
Apartment 1101 330 YALE LOCK 1.1 VRD/YRG NULL
Q) rrment 1102 senecnio o0
Tucan 1 02
Apartment 1102 3223 Not Avallable YRO/YRC Urknown
6 Apartment 1103 sparimentonve 1 ;o0
Tucan 1 108
Apartment 1103 Unknown Uknown Unknown Uknown
Q) raiment 108 s ;w0
NA NA 104

UNITS & BUILDINGS

A Building is defined as a structure that contains multiple Units as well as common areas such as exercise
rooms, laundry facilities, etc.

A Unit is defined as a room, apartment, condo, or similar location that is managed by a lease. This does
not include common areas such as exercise rooms, laundry facilities, etc. A unit has one or more doors
with digital door locks.

Muti-Famity Management System ACCENTRA @ | & ropnea e @)~
The Hibiscus at Malibu = ’

Access to the Unit and Building
is granted through the lease
workflow.

T Dashboard

Units  Buildings (40r4) search

1 Tucan 123,456 ']

2 Flamingo 123,45 Rl

The Buildings configuration allows
the administrator to add a building,
search for a building, and display
building information.

3 Macaw 23,4567,69,10,11,12,13,14 Rl

uy 0.1,23,4,5,67,8,8,10,11,12,13,1415,16,17,18,18,20,21 /o

The Building screen displays a list A
of buildings along with the building st
information.
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ADD A BUILDING

To add a building, do the following:

1. Click Configuration and then click Units & Buildings on the left side of the screen. The Units screen
appears.

2. Click the Buildings tab at
the top of the screen.

3. Click the Add Building
button above the list of

buldngs

The Add Building screen
appears.

{22)

aaaaaaaaaaaaaaaaaaaaaaaaa

4. Enter a building Number
and Name and the Floor
Range. The floor range can
be from -10 to 100 floors.
When the floors are added a
list of the individual floors is
displayed.

5. Click Floor Plan to edit the
building floor plan. Add a
Floor Name for each floor,
or delete the floor, if desired.

1za¢557ag101112131415161715|9zenwmn

6. Click the Confirm button to
save the Floor Plan. Click
the Cancel button to cancel
any edits.

7. When all the information
is done being added, Click
the Save button to save

the building information. Floor Plan
Click the Cancel button
to discard the building K I8
information and return to - |E . SAVE CANCEL
the Building screen. _J ’

4 | a o

5 5 o

6 6 o

7 7 o

8 8 o

9 9 o

Comen) D
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SEARCH FOR A BUILDING

To search for a building, do the following:

1. Click Configuration and then click Units & Buildings on the left side of the screen. A list of units
appears.
2. Click the Buildings tab at the top of the screen.
Q s h
3. Enter the search criteria in the Search box at the top of the Unit list. -
NOTE: Any text or part of text used in the Search field that is part of the unit's name or description will
appear in the Search results.

4. The search results are displayed automatically.

ACCENTRA
ASSAABLOY

The Units configuration allows the
administrator to add a unit, search
for a unit, display unit information,
edit unit information, and remove
a unit.

@ | B Papineau, Elizabeth °~

The Units screen displays a

list of units along with the unit
information. This screen displays
a maximum of 700 units. If there
are more than 700 units in the
system, scroll down to display the
next 700 units.

st on evel 1 ;oo

entonevel 1 VR ]
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ADD A UNIT

To add a unit, do the following:

1.

Click Configuration and then click Units & Buildings on the left side of the screen. The Units screen

appears.
Click the Add Unit button above the list of units. @ ADDUNIT
The Add Unit screen appears.
Enter a unit Name. - =
e el decam, P — o

Optionally enter a
Description, Building
Name, Floor Number and
Unit Number (6 digits max).

Enter a door Name and
Description in the Doors
section of the screen.

Name is a required field,
Description is optional. Each
unit must have at least one
door associated with it.

Click the Add Door button
to add additional doors and
door information to the unit.

Select a door and click the Trash Can button to delete a door from the unit. o

Click the Save button to save the unit information. Click the Cancel button
to discard the unit information and return to the Units screen.

NOTE: Unit lock(s) need to be commissioned into the system by the Certified Integrator.
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EDIT A UNIT

To edit a unit, do the following:

1. Click Configuration and then click Units & Buildings on the left side of the screen. A list of units

appears.

2. Click the Edit (pencil) button [ mermsmmessen T 8 & o @
next to the unit name to be -
edited.

oooooooooo

7/

The Edit Unit screen
appears with the current
unit information filled in.

oooooooooo

3. Change or enter information
into any of the fields as
desired. Add a door by
clicking the Add Door
button. Delete a door by
clicking the Trash Can
button.

(¥) ADD DOOR m

4. When finished, click the Save button to save the unit information. Click the SAVE CANCEL
Cancel button to discard the changes and return to the Units screen. - -

SEARCH FOR A UNIT

To search for a unit, do the following:

1. Click Configuration and then click Units & Buildings on the left side of the screen. A list of units

appears.
L1 search

2. Enter the search criteria in the Search box at the top of the Unit list.

NOTE: Any text or part of text used in the Search field that is part of the unit’s name or description will
appear in the Search results.

3. The search results are displayed automatically.
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MANAGE UNITS

The Manage Units functions allows building, floor, and unit number information to be added to any units
that did not have that information when the Unit was added to the system. Multiple units can be edited
at the same time.

To manage units, do the following:

1. Click Configuration and then click Units & Buildings on the left side of the screen. The Units screen
appears.

2. Click the Manage Unit button above the list of units. ' MANAGE UNITS
The Edit Units screen appears.

3. Search for a unit by scrolling
through the list or entering the
search criteria in the Search box
at the top of the screen.

et units

4. Select the desired unit by clicking e ‘
the checkbox on the left side of SR " "
the screen. e e .

5. Select a building name/number
from the Building dropdown.
Select a floor number from the
Floor dropdown (this is required )
when a building is selected). «&D =)
Select or enter a unit number
from the Unit scroll box (6 digits Edit Units
maximum; this is required when a
building and floor are selected).

O oo o
3

6. When finished editing the desired 1
units, click the Save button to save S " "
all the unit information. Click the :

Apartment 1202 Tucan 2 1202

Cancel button to discard all the
unit information and return to the
Units screen.

Apartment 1203 Tucan 2 1203

Apartment 1204 Building Number ~ || Floor Number ~ || unit Number

Apartment 1301 NA NA NA

Apartment 1302 NA NA NA

O 00®.

Apartment 1401 NA NA NA

SAVE CANCEL
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REMOVE A UNIT

Removing a unit removes a lock, or set of locks, from cloud-based software as well as the mobile
configuration app. Unless the lock is reset and/or reconfigured before removal, the lock remains
configured with no information for it in the cloud-based software or the mobile configuration app.

If a unit has an active lease associated with it, the unit cannot be deleted. All credentials for the lease
associated with the unit must be handed in or blocked before deleting the unit.

WARNING: Reset or reconfigure the lock BEFORE removing it from the cloud-based software.

NOTE: See the Multi-Family Management System Configuration Application User Guide or the lock
user guide for instructions on how to reset or reconfigure the lock.

To remove unit information, do the following:

1. Click Configuration and then click Units & Buildings on the left side of the screen. A list of units

appears.
2. Click the Trash Can button next to the unit name @ Remove Unit
to be removed.
A Confirmation dialog box appears. o Remove Unit Apartment 1403 - Are you sure?
. . . . Note: Removing a Unit, associated with a Lease having no credentials handed out,
3. Click the Confirm button to remove the unit. Click will delete the Lease as well.
the Cancel button to keep the unit.
e ]

EXPORT/IMPORT UNIT LIST

To export the unit list, do the following:

1. Click Configuration and then click Units & Buildings on the left side of the screen. A list of units
appears.

2. Click the Export button to create a .CSV file that contains all of the Units. X

It is possible to create a unit list using a .CSV file and then import it into the system.

A .CSV file template is available to use to ensure the .CSV file being used to import the unit information
is correctly formatted. This allows for doors with only offline locks, not locks with updaters to be added
to the system in a large group.

To download a sample .CSV file template, do the following:

1. Click Configuration and then click Units & Buildings on the left side of the screen. A list of units
appears.

2. Click the CSV button to download a .CSV file template. 5
The template name is units_template.csv.
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When the .CSV file template is filled in with the desired information, it can be imported to the system.
Please note the maximum file size for the .CSV file is 140KB.

To import a unit list, do the following:

1.

Click Configuration and then click Units & Buildings on the left side of the screen. A list of units

appears.

Click the Import button to load a .CSV file that contains all of the Units.

The Import Units dialog box
appears.

Select the file to upload
using the drag-and-drop
method or click the Choose
File button to select the file.

When the file is selected,
click the Upload File button.
A status bar appears.

When the upload is
complete a completion
message appears. If there
were no errors a success
message is displayed. Click
the Close button to close
the message.

If data errors, like duplicate
data or incorrect data
format were found during
the upload, an error
message is displayed with
the incorrect data. It is
possible to edit the incorrect
data or discard the data
through the error message.

Import Units X
Drag file 1o upload or

Import Units X
Drag file to upload or

units_list.csv

Import Units X

Import process may take few minutes. You can close this window and check the import status by clicking “Import CSV" button

Import Units X

All records created successfully.
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To edit the import errors, do the following:

1. Click Edit button (pencil)in
the Action column next to
the desired error. The edit
screen appears.

Import Units X

1/3 unit(s) imported successfully, for remaining please resolve conflict below.
Entries with conflicting data.
2. Correct the errors as noted N
in the error screen. When I
finished, click the Save
button. To discard the
changes, click the Cancel
button.

Conflict Details Action

I |
I |

Unit with name ‘Apartment 1101 already exists in the system.

2 Apartment 1102 Unit with name ‘Apartment 1102 already exists in the system.

3. Todiscard all errors, click
the Discard All button.

4. When all errors have been
resolved, a notification
screens appears. Click

DISCARD ALL

Close to complete the
process.

Import Units X

Unit Name

Description

Apartment 1101 Description
Name already exists, please choose another one
Building Floor * Unit Number *
Tucan X - 1 X - 1101
Unit already exists, please choose
Door Name Descripti another one
Apartment 1101 Description

Import Units

All conflicts have been resolved.

CLOSE
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ACCESS AREAS

An Access Area is defined as an area where credential users will pass through on a routine basis that is
not a Unit. It is a grouping of one or multiple doors. An Access Area may have none, one, or more online
updaters and can also include offline locks. An online updater can control access to an opening requiring
that credential holders present their card, fob, vehicle tage, or mobile credential to the updater in order to
gain access. With physical credentials (cards, fobs, vehicle tags) this serves the purpose of both granting/
denying access to the opening and updating the credential holder’s access privileges. Requiring users to
present their physical credential to the updater also retrieves audit trail information from the credential and
delivers it to the Multi-Family Management System Cloud service. Mobile credentials are connected to the
Multi-Family Management System Cloud service via a cellular or WiFi network and do not need to use an
updater to update users’ access

privileges and deliver audit trail
information to the Cloud service.

agement System JCCENTRA; @ | & ponea sz @)-
talibu ASSAABLOY -

A typical example of an Access T e =
Area with an online updater 2"’“

would be the front entrance of an T unmonn -
apartment building. @ o o

Door Controllers (1)

The Access Areas configuration
allows the administrator to
define different access areas.
Administrators can add an

Swimming Pool + inglewood 6.03 @ offine P

Locks (3)

Frmusre Vrsion Product Troe Protocol verson
3233 NTMTS Not Available
331 NTMTS Not Avallable
3233 NTMTS Not Available

msm.ym oo
access area, display access area per oot 1) \
information, edit access area o £
information, remove an access Q) sy v

Door Controllers (1)
Door N

area and search for an access
area.

Maintenance + inglewood 603 o Offine '

An online updater consists of two components: a wall/door mounted reader and a controller. The online
updater is responsible for communicating securely with the Multi-Family Management System Cloud
service to update physical credential holders’ access privileges while also retrieving audit trail information
from the physical credential and delivering it to the Cloud database. An online updater can also control
access to an opening requiring that credential holders present their card, fob, vehicle tag, or mobile
credential to the updater in order to gain access. The device can be used as a stand-alone enrollment
station or as a single door controller.
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ADD AN ACCESS AREA

To add an access area, do the following:

1. Click Configuration and then click Access Areas on the left side of the screen. A list of access areas
appears.

2. Click the Add Area button
above the list of access

areas.
|
The Add Access

Area screen appears.

Multi-Family Management System ACCENTRA Papir &
The Hibiscus at Maliow ASAABOY. & | g Papineau, Eizabeth e

Name Deserption

Access Area Name Description

Buldng oo
Building Number - Floor Number

UNEDOOR ] (®) ADD ONLINEDOOR

Doors

3. Enter an access area Name
and Description Name is a
required field, Description is
optional. Select a Building |
Name and Floor Number if [
desired. If a Building Name
is selected, a Floor Number
is required.

(¥) ADD OFFLINE DOOR (¥) ADD ONLINE READER

4. Each access area must
have at least one door
associated with it. To add
an Offline Lock, click the
Add Offline Door button,
then enter the door Name
and Description.

‘Add one offline door or online door

Doors

5. Toadd an Online Reader,
click the Add Online Reader
button. The Online Reader
Information appears. Enter
the Name and Description.

6. Click the More Info
arrow on the right of
the Description. More
configuration fields appear.

ARAT @ | g Papincay, Eizabeth e-

Add Access Area m

Doors

Offine Door Information o
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10.

1.

12.

13.

Enter the desired Door
Unlock Time (in seconds)
and select the action used
with Relay 2.

Under Alarm Properties, if
Door Held Open Alarm is
enabled, alarm settings are
displayed.

Enter the Door Held Open
Time (in seconds). This is
the amount of time the door
can be held open before the
alarm sounds.

Enable Reader Beeper on
Alarm to allow the reader
beeper to sound on alarm
events. Enter the Pre-
Alarm Door Held Open
Time. This is the amount of
time the door can be held
open before the pre-alarm
warning sounds. It must

be less than the Door Held
Open time. Select Enable or
Disable for the other alarm
settings.

To add more doors, click the
Add Offline Door button

or Add Online Reader
button.

To delete doors, click the
Trash Can button next

to the Offline Lock o
information or Online
Reader Information to be
deleted.

Click the Save button

to save the access area
information. Click the
Cancel button to discard
the access area information
and return to the Access
Area screen.

Multi-Family Management System ACCENTRA & | 8 Papincau, Eiabetn e_
The Hibiscus at Malibu “ASSAABLOY = h
Name: Descrpion
Access Area Nam Description
Buiding Floor
Building Number Floor Numbx
Doors ® ADD OFFLINE DOOR
Offine Door Information o
NNNNN Descrpion
Name Descript
Online Door Informat o
NNNNN Descrption
Nam: Descripti v
Door nlock Time (sec)* Reloy2Function
5 @ wroskc O sem @
Alarm Properties
Door Held 0pen Alarm Forced open Aam
O eaed @ osstled O etled @ vistled
Multi-Family Management System ACCENTRA ® | & Popineau Elzabeth &
‘The Hibiscus at Malibu ASSAABLOY - )
Add Access Area SAVE
Name
Access Area Nam

@ Super Admin

Bullding Number

Doors

Online Door Information

Disabled

Disabled

nnnnn led

Multi-Family Management System
‘The Hibiscus at Malibu

@ Super Admin

Bullding Number

Doors
Online Door Information

NNNNN

Alarm Properties
occr Hed Opn Alarm

@ eaea O oisabed
0P e schecile

O eatied @ oisabled
Reader Beeper on Alarm @

@ emtied O oisabed

ACCENTRA
ASSAABLOY

Descrption

Description

oo

Floor Number

ForcedOpen Al
Ouatks @ ol
ool penine o)+ @

30

Pre-Alsrm Door Held Open Time (sec) * @
20

@ | 8 Papineau Eiizabetn e

NOTE: Online Updaters and offline door locks need to be commissioned into

the system by the Certified Integrator.

SAVE CANCEL
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SEARCH FOR AN ACCESS AREA

To search for an access area, do the following:

1. Click Configuration and then click Access Areas on the left side of the screen. A list of access

areas appears.
. Search
2. Enter the search criteria in the Search box at the top of the Access Area list. -

NOTE: Any text or part of text used in the Search field that is part of the area’s name or description will
appear in the Search results.

3. The search results are displayed automatically.
DISPLAY ACCESS AREA INFORMATION

To display access area information, do the following:

Multi-Family Management System ACCENTRA °
Tre alibu @ | B Papineau, Elizabeth

1. Click Configuration and

then click Access Areas on U Access Areas s x
the left side of the screen. A Q oo v
. Door Controllers (1)
list of access areas appears. e o R A
2. Click on the View Details @ ot e

Door Controllers (1)

button next to the desired
access area name.

0 Main Gate View Details

Use the Search function to
find the desired access area
name. The View Access
Area screen appears.

Swimming Pool + inglewood 6.0.3 @ 0ffine Vi

Locks (3)

Frmuare Version Procuct Type Prtocol versio
3233 NTMTS Not Available
331 NTMTS Not Avallable
3233 NTMTS Not Available

0 Spaentry door vew et

Door Controllers (1)
Spa entry door - Gate 1 + inglewood 6.0.3 e 0ffine T migek

0 Maintenance Supply. view besis

Door Controllers (1)

Maintenance + inglew0od 603 Offline P

. @ & roneas e @)
3. Toreturn to the access area e
list, click Arrow next to View o
Access Area in the upper . "
left corner of the screen. [ | .
Updaters Locks

€ View Access Area

To remove a door from
the access areg, click the
Remove Doors button. B © [ B O

@ Super Admin
REMOVE DOORS

eeeeeeeeeeeeee

The View Access Area screen shows the access area name,
description, and associated profiles. It can display a list of
doors with updaters by clicking the Updaters button, or a
list of doors with offline locks by clicking the Locks button.

Updaters Locks
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UPDATERS

The Updaters tab displays information about the updater associated with a door. This includes:

Multi-Family Management System MCCENTRA @ | & Papieay, Eizabern e-
T ASSARBLOY

Firmware Version - the
current firmware version
installed in the updater.

A green check mark
indicates the firmware is
up to date. A blue box and
arrow indicates a newer
version of the firmware is

available.  [¥]

< View Access Area /s @

Status - the updater
status, Online, Rebooting,
Offline. A green dot
indicates online, a blue dot
indicates rebooting, a red
dot indicates offline.

wwwwwwwwwwwwwwwwwww

Configuration State - the updater configuration state, Configured or Unconfigured.

Door Unlock Time (sec) - the number of seconds the door will remain unlocked when Remote
Unlock is used.

Lock State - the current state of the lock, Locked or Unlocked.

Door State - the state of the door, either open or closed, if a door position sensor is installed in the
door.

Mobile Credential - the support of mobile credentials, Supported or Not Supported. A green check
mark indicates supported, a red X indicates not supported.

IP Address - the updater IP address, if applicable
MAC Address - the updater MAC address, if applicable
Relay 2 Function - the selected function for Relay 2

Description - the updater description, if applicable

Alarm Properties:

Reader Beeper On Alarm - Enabled or Disabled, when enabled allows the reader beeper to sound
during an alarm, also required for other alarm properties to be configured.

Door Held Open Time (sec) - the number of seconds the door is detected open before
maintenance alerts are generated to notify the door is open, if a door position sensor is installed
in the door.

DPS Pre Alarm (sec) - the number of seconds the door is detected open before the pre-alarm
sounds. This number must be less than the Door Held Open Time. This alarm does not generate
maintenance alerts.
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+  Forced Open Alarm - Enabled or Disabled, when enabled sounds the alarm and generates
maintenance alerts to notify a credential was not used to open the door.

« DPS Alarm If Schedule - Enabled or Disabled, when enabled sounds the alarm if the door is held
open even if the door is unlocked on a set schedule.

If a schedule has been attached to the door, the schedule information is displayed:

+ Schedule - which schedule is selected for the door.

- First Person Rule - if the first person rule is in effect for the door, Enabled or Disabled.

- Remote Duration - the amount of time the door stays unlocked when a remote unlock is executed.

To change the access area schedule, click on the Schedule button next to the door

information. See “Schedule Unlock” on page 41 for more information.

To remotely unlock a door in the access area, click on the Unlock button next to the door
information. If the button is grey, this function is not available. The door stays unlocked for I
the amount of time set in Remote Duration.

To upgrade the firmware, click on the Firmware Firmware Upgrade

Upgrade bUtton neXt to the door Informatlon . |f I understand that by clicking this button my online updater will be upgraded to the latest firmware.
the button is grey, this function is not available. When e et et e ek e o, s o camo e osssscd it  rdrta e
clicked, a confirmation message appears. Click the s G
Confirm button to upgrade to the latest firmware

version. cance [ EERARRY

To reboot the updater, click on the Reboot button next to the door information. A Reboot

Updater message box appears. See “Reboot Updater” on page 40 for more information. c

LOCKS

The Locks tab displays information about the offline locks associated with the access area. This
includes:

Mult-Family Management System JOCENTRA; @ | 8 Papineau lizabetn e-
The Hibiscus at Malibu ASSAABLOY - .

+ Door Name/Description -
name and description of
the door.

< View Access Area /s o

+  Product Type - the type of
lock.

Updaters Locks.

Poductps  Fiers Vers on ProtccolVersion el Number
NTMTS 3233 Not Available Unknown

Productps  Fiers Vers on PrtocolVersion el Numbr
NTMTS 331 Not Available BDNL5000011

+  Firmware Version - the
version of firmware
installed on the lock.

EEEEEEEEEEEE

Product Ty o
NTMTS 3233 Not Available Unknown

uuuuuuuuuu

rting

@ Super Admin

+  Protocol Version -
communication protocol
between the locks, mobile
application and system.

+  Serial Number - the serial number of the lock if known.
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EDIT ACCESS AREA INFORMATION

To edit access area information, do the following:

1. Click Configuration and then click Access Areas on the left side of the screen. A list of access
areas appears.

2. Click on View Details next to the desired access area name. Use the Search function to find the
desired access area name. The View Access Area screen appears.

3. Click the Edit Access Area FTSS——— i 18 e @
button (pencil).
The Access Area
Information screen displays
editable text boxes.
The Access Area Name
and Description can be
changed. A Building and
Floor Number can be added
or deleted. Individual door
names and descriptions can
also be changed or added.
If the door is an Online
Reader, click the More >
Info button to show the
Alarm Properties and other [T i o 18 i @
settings that can be edited.
Click the Add Offline Door
button to add a new offline
door, or click the Add Online
Reader button to add a new
online door.

(+) ADD OFFLINE DOOR (+) ADD ONLINE READER

4. Click the Save button to
save the changes to the
access area. Click the
Cancel button to cancel any
changes made. The screen
returns to the View Access
Area screen.

- s

Unknown © Unknown g

0 Swimming Pool e oeis

Door Controllers (1)

Swimming Pool + inglewood 6.0.3 ®Offine = wioo
Locks (3)
3233 NTMTS Not Available
331 NTMTS Not Avallable
3233 NTMTS Not Available

Door Controllers (1)

Spa entry door - Gate 1 + inglewood 6.0.3 @ Offine. g

Door Controllers (1)

Maintenance  inglewood 6.0.3 ® Offine [

Buiding o

Doors 3) ADD OFFLINE DOOR (@ ADD ONLINE DOOR

Foreedopen lsrm
Omaties @ osadies
DoorHeld Open Time (9 * @

30

oo oor HeldOpn i 52+ @

2

SAVE CANCEL
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EXPORT ACCESS AREA LIST

To export the access area list, do the following:

1. Click Configuration and then click Access Areas on the left side of the screen. A list of access
areas appears.

2. Click the Export button to create a .CSV file that contains all of the Access Areas. L

REMOVE AN ACCESS AREA

NOTE: If the access area includes a controller, the controller MUST be restored to defaults BEFORE
deleting the access area. Contact your Certified Integrator for assistance.

To remove access area information, do the following:

1. Click Configuration and then click Access Areas on the left side of the screen. A list of access
areas appears.

2. Click on View Details next to the desired access area name. Use the Search function to find the
desired access area name. The View Access Area screen appears.

3. Click the Trash Can button. @

A Confirmation dialog box
a ppea rs. &ThisAccess Area has one or more configured door(s)/ updater(s)

ended to use "RESET LOCK" in the Advanced options menu of the MFH Configuration App to reset the lock. Failure to reset lock with configuration app will require that lock b

Remove Access Area

* Itisrec

factory defaults (see lock instructi 1 details)
configured updater, contact you tor.

NOTE: If the access area has s

Once Access area is removed, its configured door(s) and updater(s) will not in associated list of pdatersin App

one or more configured EE————

doors/updater, the
Remove Access Area [ ceuove ]
button is disabled. To
enable the button click the check box to confirm you want to remove the Access Area.

4. Click the Remove button to remove the access area. Click the Cancel button to keep the access
area.
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REBOOT UPDATER

Periodically it may be necessary to restart an online updater, such as when a new firmware version is
available for download. ACCENTRA developers continuously provide new features and functionality to
the Cloud service and it is recommended that all updaters have the latest firmware version to ensure
the best user experience.

To reboot an updater, do the following:

1. Click Configuration and then click Access Areas on the left side of the screen. A list of access
areas appears.

2. Click on the View Details button next to the desired access area name. Use the Search function to
find the desired access area name. The View Access Area screen appears.

3. If the updater is configured, online (a green dot is displayed in the door information), and not already
in an unlocked state, the Unlock and Reboot buttons are enabled (not grey).

4. Click the Reboot button. c
A confirmation dialog box appears. G Quick Reboot

5' C“Ck Confirm In the dlalog bOX The Updater | understand that by clicking this button that means my online updater will be taken offline and it will
status changes to rebooting. e accsee i a e, Tt okt h ol upterdoes ot come ek ale Plesse

check the online status of the online updater after this process.

6. After approximately 20-25 minutes, refresh

the web page. When the updater has finished [ coms
rebooting, the status changes to Online.

NOTE: When the updater is rebooting, access at the opening may be limited and credentials cannot
be updated. It is strongly recommended that user discretion be used when choosing the time
to reboot and that updaters be restarted one at a time. The controller will search for any new
firmware version available and automatically download and install the latest version. During a
firmware upgrade, the boot process can take up to 20-25 minutes depending on the connection
speed of the Internet Service Provider.

NOTE: If the unit was rebooted in order to download a new firmware update, the new firmware version
will appear in the door information area.
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SCHEDULE UNLOCK

If the updater is controlling access to an opening, it is possible to automatically unlock the door
according to a defined schedule. (See “Schedules” on page 51 to learn how to create and manage
schedule templates.) In addition to scheduled unlock, there is an optional feature known as the First
Person Rule. With this feature enabled, the unlock schedule will not activate until a user with a valid
credential first presents their card, fob or mobile credential to the updater.

To ADD a schedule to an updater, do the following:

1. Click Configuration and then click Access Areas on the left side of the screen. A list of access
areas appears.

2. Click on the View Details button next to the desired access area name. Use the Search function to
find the desired access area name. The View Access Area screen appears.

3. Click the Updaters tab
to view the updater
information.

4. Click the Schedule button.
The Attach Schedule dialog

box appears.

5. Select a saved schedule
from the Schedule drop-
down list.

Mult-Family Management System JDECENTRA; @ | g  Papincau, Eizabeth e-
T

< View Access Area o

nnnnnnnnn

sssss

oooooo

nnnnnnnnnnnn

nnnnnnnnnnn

wwwwwwwwwwwwwwwwwww

6. Under First Person Rule,
select the Enabled radio e
button to turn the feature
on, select the Disabled
radio button to turn the Attach Schedule »
feature off.

7. Click the Save button to
save the schedule. Click the
Cancel button to discard Description

the schedule. First Person Rule
@ Enabled O Disabled

Schedule
Select Schedule -

=D €D
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To CHANGE or REMOVE a schedule from an updater, do the following:

1. Click Configuration and then click Access Areas on the left side of the screen. A list of access
areas appears.

2. Click on the View Details button next to the desired access area name. Use the Search function to
find the desired access area name. The View Access Area screen appears.

3. Click the Updaters tab racr $\2 = @
to VieW the updater & View Access Area ]
information. ~ | [ e

4. Click the Schedule button. —_——

The Change Schedule —
dialog box appears. o eom. 2B
. o
5. Select a saved schedule

from the Schedule
drop-down list. Or select
No Schedule from the
Schedule drop-down list to
remove the schedule.

If No Schedule is selected,
all other information

sections disappear. Change Schedule X

6. Under First Person Rule,
select the Enabled radio
button to turn the feature
on, select the Disabled
radio button to turn the _

First Person Rule
feature off. @Enabled O Disabled

7. Click the Save button to

save the schedule changes.

Click the Cancel button
to discard the schedule
changes.

Schedule

Always on X -

Description
Access All days

NOTE: If an updater is in an offline state, any changes to the schedule (adding new schedule, modifying

existing schedule) will NOT take effect until the updater returns to an online state. However, the
updater will continue to unlock in the offline state using the last schedule attached (if there is
one).
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ACCESS PROFILES
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An Access Profile is defined as a set of access permissions and defined schedules assigned to users
based on their particular role. Credentials handed out to associated users automatically contain the
necessary access permissions as defined in the access profile. Examples of Access Profiles might be

“Property Management” or “Custodial Staff”.

The Access Profiles configuration allows the administrator to define different access profiles.
Administrators can add an access profile, display access profile information, edit an access profile,
remove an access profile and search for an access profile. Access profiles can also be used by Resident
Managed Access™ (RMA) if allowed by the administrator. By default, when access profiles are created

they are extended to RMA.

ADD AN ACCESS PROFILE

To add an access profile, do the following:

Multi-Family Management System

1. Click Configuration and
then click Access Profiles
on the left side of the
screen. A list of access
profiles appears.

2. Click the Add Profile button
above the list of access
profiles. The Add Access
Profile screen appears.

© ADD PROFILE

3. Enter an access profile
Name. The Nameis a

© Access Profiles 7)

° Maintenance

° Resident Managed Access and Guest Profile {3/

° Resident Pool Access - Ladies.

cccccc ety Type
Access Group

° Resident Pool Access - Mens

° Residents Access

sssssssss ity Type
Access Area

° Staff Access

Pool - Ladies:

sssssss

Schedule
Always on

Schedle

@ | 8 Papineau Eiizabetn e-

» O

|

Pool Access Schedule

Pool Access Schedule

Schedie
Always on

required field. Enter a

Description if desired. e

Add Access Profiles

4. To allow this profile to be
used in Resident Managed
Access™, leave the Extend
to Resident Managed
Access check box selected.
Click the check box to
remove access from RMA.

Name

Select Area/Group

5. Select an access area and/
or access group by clicking
the check box next to the
area or group name.

6. If an Access Area was

Preview Policies

@ | & Papineau Eizabetn o-

No Policy found / selected

selected, select one schedule from the Schedule drop-down below the area name. (See “Create New

Schedule” on page 52.)
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If an Access Group was
selected, select the desired
schedule from the Schedule
drop-down below the group
name.

Add Access Profiles

Name Descrpton

Select Area/Group

sssssss

7. Toremove an Access Area
or Access Group, click the
check-box next to the area
or group name to deselect.

8. Click the Save button to
save the changes to the
access profile. Click the
Cancel button to cancel any
changes made. The screen
returns to the Access
Profiles screen.

SAVE CANCEL

SEARCH FOR AN ACCESS PROFILE

To search for an access profile, do the following:

1. Click Configuration and then click Access Profiles on the left side of the screen. A list of access
profiles appears.

2. Enter the search criteria in the Search box at the top of the Access Profile list.

NOTE: Any text or part of text used in the Search field that is part of the Sa—
profile’s name or description will appear in the Search results. .

3. The search results are displayed automatically.

EXPORT ACCESS PROFILE LIST

To export the access profile list, do the following:

1. Click Configuration and then click Access Profile on the left side of the screen. A list of access
profiles appears.

2. Click the Export button to create a .CSV file that contains all of the Access Profiles.
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EDIT ACCESS PROFILE INFORMATION

To edit access profile information, do the following:

1. Click Configuration and then click Access Profiles on the left side of the screen. A list of access

profiles appears. e —— Ao 81w oo @
2. Click the Edit Access it o
Profile button (pencil). (ot e = o
/ ‘Select Area/Group

Access Areas

The Access Profile
Information screen displays
editable text boxes. The
Access Profile name and
description can be changed.
In the Access Policy
definition the access area,
or access group, and the
associated schedule can be
changed or added. The Access Profile can be extended to Resident Managed Access™ by clicking
the check box.

SAVE CANCEL
3. Click the Save button to save the changes to the access profile. Click the - -
Cancel button to cancel any changes made. The screen returns to the Access Profiles screen.

REMOVE AN ACCESS PROFILE

To remove access profile information, do the following:

1. Click Configuration and then click Access Profiles on the left side of the screen. A list of access
profiles appears.

2. Click the Trash Can button next to the access profile name to remove. A Confirmation dialog box
appears. o

@ Remove Access Profile
3. Click the Confirm button to remove the access

profile. Click the Cancel button to keep the access Remove Access Profile Terrace Access - Are you sure?
profile.

NOTE: The access profile cannot be deleted if it is @

assigned to a user. A warning will appear in this
instance.
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ACCESS GROUPS

An Access Group is a user defined group of locks and/or online updaters. An Access Group can contain
any number of locks belonging to the same system. One lock can belong to a maximum of 16 different
groups, and different groups can be included in an access profile (See "Access Profiles” on page 43).
Access Groups are a convenient way to assign user access to a large number of openings without having
to select each lock individually. An example of an Access Group would be “First Floor” which could include
all or selected openings on the first floor of a building.

The Access Groups configuration allows the administrator to define different access groups.
Administrators can add an access group, display access group information, edit an access group, remove
an access group, and search for an access group.

IMPORTANT: In order for a lock to be a member of an Access Group, the lock must be assigned
to the access group using the cloud-based software prior to being configured with
the Multi-Family Management System Configuration app.

To change the Access Group the lock is a part of, the lock must be updated using the Multi-Family
Management System Configuration app after changes are made in the software.

Please see the ACCENTRA Multi-Family Management System Configuration app user guide for steps to
update the lock.

ADD AN ACCESS GROUP

To add an access group, do the following:

1. Click Configuration and
then click Access Groups
on the left side of the
screen. A list of access
groups appears.

2. Click the Add Group button
above the list of access

groups.

The Add Access Group
screen appears.

Mult-Family Management System ACCENTRA R
The Hi t Malibu ASAADDY. @ | B Papineau, Elizabetn e

@ Access Groups (3)

Access Avea Name Dsariame Confuraton State
Swimming Pool Swimming Pool @ Configured
swimmingPool  MensLocker © Configured

User Guides
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3. Enter an access group
Name and Description.
Name is a required field,
Description is optional.

4. Select an access area and/
or unit by clicking the check
box next to the area or unit
name. Or select all access
ares and/or units by clicking
on the check box at the top
of the list.

If an access area is already
part of 16 access groups,
that access area will not be
able to be selected.

[ apariment 1101 No Entities Found / Selected

[ Apartment 1101

[ spsment 102

(] aporiment 1108

[ sparment 104

5. Toremove an access area or unit, click the check-box next to the area or unit name to deselect.

6. Click the Save button to save the changes to the access group. Click the Cancel button to cancel
any changes made. The screen returns to the Access Groups screen.
e i

SEARCH FOR AN ACCESS GROUP

To search for an access group, do the following:

1. Click Configuration and then click Access Groups on the left side of the screen. A list of access
groups appears.

2. Enter the search criteria in the Search box at the top of the Access Groups list.

NOTE: Any text or part of text used in the Search field that is part of the .
profile’s name or description will appear in the Search results. .

3. The search results are displayed automatically.
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DISPLAY ACCESS GROUP INFORMATION

To display access group information, do the following:

1. Click Configuration and
then click Access Groups
on the left side of the
screen. A list of access
groups appears.

2. Click on the View Details
button next to the desired

Multi-Family Management System ACCENTRA -
The Hibiscus at Malibu v @ | g Papincay, Eizabeth e

@ Access Groups (3) Search

[ LT

Access Areas (15)

oorName
Terrace Gate

Apartment 1103
Apartment 1104

access group name. Use gt

the Search function to find o

the desired access group -

G sl Swimming Pool o Configured

name. The View Access ers s <coors

Group screen appears.
3. Toreturn to the access

group list, click Arrow next

to View Access Group in

the upper left corner of the e Master Access  view Detals

screen.

€ View Access Group Mo s 818 o @

<« View Access Grou /7 ®
The View Access Group screen L -
shows the access group name, R N
description, and associated R
profiles. It displays the area e
names, door names, door types, g toctn
and door status associated with P e - oot
the access group. P i, e it
@ sorsomn P P S

NOTE: Adding or removing online updaters from an Access Group, after locks and updaters have been
configured, DOES NOT require updating the lock with the mobile app. Adding or removing
offline locks from an Access Group DOES require updating the affected locks with the mobile
configuration app.
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EXPORT ACCESS GROUP LIST

To export the access group list, do the following:

1. Click Configuration and then click Access Groups on the left side of the screen. A list of access
groups appears.

2. Click the Export button to create a .CSV file that contains all of the Access Groups. -

EDIT ACCESS GROUP INFORMATION

To edit access group information, do the following:

1. Click Configuration and then click Access Groups on the left side of the screen. A list of access
groups appears.

2. Click on the View Details button next to the desired access group name. Use the Search function to
find the desired access group name. The View Access Group screen appears.

. . Mult-£amly Wansgenet Sysem gm @ Papineau, Elizabeth (&) -
3. Click the Edit Access Group = °
button (penc”)' « View Access Group /8
The Edit Access Group
SCreen dlsplays ed'table text Apartment 1103 Apartment 1103 Lock @ Pending Configuration
boxes. The Access Group —— s R—

name and description can

Apartment 1204 Apartment 1204 Lock
be changed. Access Areas e o

Swimming Pool

and Units can be selected or

Lock with Updater

unselected. Saiiment il Pa— -
‘Apartment 1201 Apartment 1201 Lock
. Apartment 1202 Apartment 1202 Lock ‘@ Configured
4. Click the Save button to Swmbaros

save the changes to the
access area. Click the

Cancel button to cancel any | wsrmmomosn s 818wz @
changes made. The screen
returns to the View Access

Edit Access Group save

Name* Description
G roup screen Master Access Description
p .
Select Area/Door
[ ] Access Areas [Junits Preview Entities © hccess aves ot
SAVE CANCEL [ maincate Area Name Door Name
[ MainGate @ Spaentry door B spa entry door- Gate 1
@ Swimming Pool ¥ swimming Pool
@ Swimming Pool @ Men's Locker
@ Swimming Pool @ Ladys Locker
® Swimming Pool @ Maintenance Room
@ Terrace Gate § Terrace Gate
® Apartment 1101 @ Apartment 1101
® Apartment 1102 @ Apartment 1102
® Apartment 1103 @ Avartment 1103
® Apartment 1104 @ Avartment 1104
® Apartment 1201 @ Apartment 1201
. ® Apartment 1201 @ External Access Door
® Apartment 1202 @ Avartment 1202
Torace

® Apartment 1203 @ Apartment 1203

U @ ananment 1204 A Ananment 1204
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REMOVE AN ACCESS GROUP

To remove access group information, do the following:
1. Click Configuration and then click Access Groups on the left side of the screen. A list of access
groups appears.

2. Click on View Details next to the desired access group name. Use the Search function to find the
desired access group name. The View Access Group screen appears.

3. Click the Trash Can button.

A Confirmation dialog box appears. @ Remove Access Group

NOTE: If the access group is related to an access Are you sure you want to remove Supply Closets?
profile, the Remove Access Group button is

disabled. To enable the button all associated
access profiles must be removed first (See W

"Access Profiles” on page 43).
4. Click the Confirm button to remove the access group. Click the Cancel button to keep the access
group.
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SCHEDULES

A schedule is a method of setting time or day based access privileges for a credential holder to a unit or
area. Schedule configuration is used to create new schedules and manage schedules. Schedules can be
set up to manage door access automatically and multiple doors can use the same schedule.

Schedules are defined by Day-Slot and Time-Slot.

A Day-Slot is the selected day
or days of the week access is
allowed. A total of four (4) Day-
Slots are allowed per schedule.

A Time-Slot is the specific

time range during a day where
access is allowed. The minimum
amount of time is 15 minutes, the
maximum is 24 hours. A total of
four (4) Time-Slots are allowed per
Day-Slot. A single day cannot be
part of more than four (4) Time-
Slots.

There are several default
schedules defined in the

system: Always on, Office hours,
Weekdays always allowed,
Weekdays working hours,
Weekends always allowed. These
schedules can be edited so that
they provide access during the
desired times and days.

Schedule Summary (

Maximum 16 time slots allowed.

You can setup up to 16 slots for a standard week. Minimum duration
15mins & maximum duration 24hrs
Maximum Day-5Slots allowed for week - 4 Leam How? )
Maximum Time-5lots allowed per day or Day-5Slot - 4
A maximum of 4 Day-5lot combinations can be created for entire week.
For example:
o Day-Slot 1: Monday to Wednesday
© Day-Slot 2: Thursday to Friday
© Day-5lot 3: Saturday
o Day-Slot 4: Sunday
4 Time-Slot combinations can be created per Day-Slot. For example:
© Day-Slot 1: Monday to Wednesday
= Time-Slot 1: 9:00 AM - 11:00 AM
= Time-Slot 2: 12:00 PM - 3:00 PM
= Time-5lot 3: 5:00 PM - &:00 PM
" Time-5lot 4: 9:00 PM - 11:00 PM
© Day-5Slot 2: Thursday to Friday
® Time-5lot 1: 7:00 AM - 11:00 AM
® Time-5Slot 2: 1:00 PM - 3:00 PM
= Time-5Slot 3: 6:00 PM - 8:00 PM
= Time-Slot 4: 10:00 PM - 11:00 PM
© Day-5lot 3: Saturday
® Time-5Slot 1: 4:00 AM - 9:00 AM
® Time-5Slot 2: 1:00 PM - 3:00 PM
® Time-5Slot 3: 6:00 PM - 7:00 PM
= Time-5Slot 4: 8:00 PM - 9:00 PM
o Day-Slot 4: Sunday
= Time-5lot 1: 11:00 AM — 12:00 PM
® Time-5lot 2: 12:30 PM - 3:30 PM
" Time-Slot 3: 6:45 PM - 8:45 PM
" Time-Slot 4: 10:15 PM - 11:15 PM
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CREATE NEW SCHEDULE
To create a new schedule, do
the following:

1. Click Configuration and
then click Schedules on the
left side of the screen. The
Schedules screen appears.

2. Click the Add Schedule

button.

The Add Schedule screen
appears.

3. Enter a Schedule Name and

a Description. Nameis a
required field, Description is
optional.

4. Click in the table cell on
the day and time desired
to allow access. Drag the
cursor across the table for
days and times to select a
larger access interval.
Individual days and times
during the days can also be
selected.

To delete a selection, click
the black X in the upper
corner of the selection.

5. Review the details and
selected time slots in the
Schedule Summary on the
right side of the screen.

If the schedule settings

are correct, click the Save
button. Click the Cancel
button to cancel any
changes made. The screen
returns to the Schedules
screen.

ACCENTRA

L ———

ASSA ABLOY

Multi-Family Management System
The Malibu

2 Schedules ()

e Always on ccess Al days
@ Pool Access Schedtle

@ Residential Access Schedule

@ Weekends always allowed o accsss ol weskerds 2417

ACCENTRA
ASSAABLOY

Multi-Family
The Hibiscus

Management System
atMalibu

Add Schedule

szszsz

Monday Tussaay Wednesday Thursday

ACCENTRA
ASSAABLOY

@ | g  Papineay, Eizabetn e-

‘Schedule Summary (Madmum 16 tme siots alowed. Loz ex? )

W Selected time slots

Unavallable time slots

Wednesday Thursday Friday Satrday

‘sunday

nnnnnnn

o300pM

os00pM

W Selected time slots

Unavailable time slots.

Schedule Summary
Day-Slot 1
Monday - Friday
From To

o on0oAM 06:00 PM

Day-Slot 2
Saturday - Sunday

From To

0 09:00AM 03:00PM

SAVE CANCEL
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SEARCH FOR SCHEDULES

To search for a schedule, do the following:

1. Click Configuration and then click Schedules on the left side of the screen. The Schedules screen

appears.
C1 search
2. Enter the Search criteria in the Search box at the top of the schedule list. .

NOTE: Any text or part of text used in the Search field that is part of the profile’s name or description
will appear in the Search results.

3. The search results are displayed automatically.

DISPLAY SCHEDULE INFORMATION

To display schedule information, do the following:

1. Click Configuration and
then click Schedules on the

(2 Schedules (7)

left side of the screen. The © o i
Schedules screen appears. gm nnnnnnnnnnnnn
2. Click on the desired [- Y r—

@ Weeldays always allowed Al sccessseedays 247

schedule name, or use the
Search function to find the
desired schedule name.
The View Schedule screen
appears.

(@) veekcays wontngowrs viitor7am s

@ Weekends always allowed Ao sccess il veskends 247

3. Toreturn to the schedules
list, click Arrow next to View
Schedule in the upper left

s @ | & Pepineau Eizabenn (- %

corner of the screen.

€ View Schedule

The View Schedule screen =
shows the schedule name,
description, and associated
profiles. It displays the schedule
summary and the schedule
setup blocks.

O 0w o900pm

Py @ | & Papinesu Eizaben 0o
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EDIT SCHEDULE

To edit a schedule, do the following:

1.

Click Configuration and then click Schedules on the left side of the screen. The Schedules screen
appears.

Click on the desired schedule name, or use the Search function to find the desired schedule name.
The View Schedule screen appears.

Click Edit Schedule (pencil) on the right side of the screen. 7

The screen changes to rcaran
allow editing of the schedule
name, description and >
details. T ]
Note that to change the
times periods, existing time
periods may have to be
deleted first and new time

periods added.

ASSAABLOY

Edit Schedule

Click the Save button

to save the changes to
the schedule. Click the
Cancel button to cancel
any changes made. The

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

ASARROT @ | &  Papineay, Eizabetn °~

screen returns to the View
Schedule screen.
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DELETE SCHEDULES

To delete a schedule, do the following:

1. Click Configuration and then click Schedules on the left side of the screen. A list of schedules
appears.

2. Click on the desired schedule name. Use the Search function to find the desired schedule name.
The View Schedule screen appears.

3. Click the Trash Can button. o @  Delete schedule
A Confirmation dialog box appears.

Are you sure you want to delete Office hours?

NOTE: If the schedule has an associated access
profile, the Delete Schedule button is disabled.
To enable the button all associated access @
profiles must be removed first (See “Access
Profiles” on page 43).

4. Click the Delete button to remove the schedule.
Click the Cancel button to keep the schedule.

IMPORTANT:

A single physical credential should have no more than six (6) different schedules. For example, if an
access profile is created with four (4) access areas and four (4) different schedules, there are only two
more schedules that can be assigned to the physical credential. More than six (6) schedules uses a
significant amount of the physical credential’s memory and can affect read time at the door.

There is no issue creating many more schedules and assigning them to other physical credentials or
cardholders.

Each user is allowed to have a maximum of 15 schedules assigned. If the user has multiple schedules
that overlap times for a door, the user will have access to the door for the maximum amount of time
available. For example: if door Schedule 1 is 8am-3pm and door Schedule 2 is 12pm-7pm, the user can
access the door from 8am-7pm.
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HOTSPOT UPDATERS

Unlike an updater in an access area, a Hotspot Updater does not control access to an opening. An
example of a standalone Hotspot Updater is one on a leasing agent’s desk for the purpose of updating or

handing out/handing in credentials. ez 818 oo @
The Hotspot Updaters  Hotspot Updaters
configuration allows the @ i .

administrator to define different
hotspot updaters. Administrators
can display hotspot updater
information, remove a hotspot
updater and search for a hotspot
updater. Existing hotspot
updaters created in previous
software versions cannot be
edited and new hotspot updaters
cannot be added.

SEARCH FOR A HOTSPOT UPDATER

To search for a hotspot updater, do the following:

1. Click Configuration and then click Hotspot Updaters on the left side of the screen. A list of hotspot
updaters appears.

2. Enter the search criteria in the Search box at the top of the Hotspot Updaters list.

NOTE: Any text or part of text used in the Search field that is part of the

o .. . . _. Search
profile’s name or description will appear in the Search results.

3. The search results are displayed automatically.

REMOVE A HOTSPOT UPDATER

To remove a hotspot updater, do the following:

1. Click Configuration and then click Hotspot Updaters on the left side of the screen. A list of hotspot
updaters appears.

2. Click the Trash Can button next to the name of the desired hotspot updater. o

Use the Search function to find the desired
schedule name. A Confirmation dialog box @ Remove Updater
appears.

. . Remove Updater Front Desk Updater - Are you sure?
3. Click the Confirm button to remove the hotspot ° ’ y

updater. Click the Cancel button to keep the
hotspot updater. &
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DOORBIRD

DoorBird is a door intercom system that allows residents to see visitors, talk to visitors, and unlock
the door using their mobile device from anywhere. Integrating a DoorBird system into the Multi-Family
Management System is done using the Multi-Family Management System screens and the DoorBird
mobile app.

INSTALL AND INTEGRATE DOORBIRD

Ensure the DoorBird hardware is installed in the building per the installation instructions provided.
Ensure there is a good network connection.

NOTE: It is mandatory that each DoorBird outdoor station is linked to an updater.
To integrate DoorBird, do the following:

1. Click Configuration and
then click DoorBird on the
left side of the screen. A
DoorBird screen appears.

2. Click the Add DoorBird
button.

'V DoorBird ()

3. Enter the DoorBird Station
Name and Select Updater
from the drop-down list.
Note that the updater must
have a firmware version of
6.1.0 or above.

Mult-Family Management System ACCENTRA 8) () [ Fremmimaen Y
The Hibiscus at Maiou ERRABIDT C 3

Doorbird station Name

Select Updater * @

[Select Updater -
Spa entry door - Gate 1 + inglewood 6.0.3
Swimming Pool + inglewood 6.0.3
Terrace Gate Unknown
Main Gate + inglewood 6.4.6

Maintenance + inglewood 6.0.3

® B

4. When finished, click the
Save button to save the
information. Click the
Cancel button to discard all
changes.

SAVE CANCEL
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5. Once the DoorBird ey e e fomems 818 rmmo @
information is saved,
click View Details. The

< View DoorBird Station (=2 }

screen prompts the user to B -
. . . Na NA Ready for Configuration ()
configure the DoorBird unit.

+ Click here to complete the configuration of the DoorBird unit
» Enter the Username and Password which is part of the Digtal passport for Device: DoorBird IP Video Door Station(Username usually ends with 0000).

6. Click the blue ‘here’ to open
the DoorBird app and sign
in the with Administration
account.

The Administration account
is provided on the Digital
Passport document

included with the hardware.

Manage Units (D

No records to display

1 DIGITAL PASSPORT

Add device to App Login for administration

.
!
!
!
| e
!
!
!

Multi-Family Management System ACCENTRA @ | B Papineau Eiabetn e-
The Hibiscus at Malibu ASSAABLOY .

[EE
in the App. 8ird App. y
' T o s o corsporny oo con. con o rangse oo gy %
[= 4 =
.

ing login data will be invalid

< View DoorBird Station fs2 |

Appuser.c 0001 App administrator usormame. 0000
‘App pasaword.” ) A admintssrator passors. Updatername

Main Gate

............................................

7. Once logged in, a message
appears stating the Multi-
Family Management
System wants to access
the DoorBird account with
administrative permissions.
Click ACCEPT on the
DoorBird app screen.

W Dot Login - Geogle Crome. - o x

stous
55 spidoorbicio/autylogcontnue- st Ready for Configuration ()

Configure DoorBird

« Click here to complete the cor . Technology meets Design.
- Enter m Usemame and Passf

Bird P Video Door Station(Username usually ends with 0000).

Manage Units ()

b records to display

SIGNIN

8. The DoorBird configuration

MR User Guides.

status in the Multi-Family s =
Management System is
updated to ‘Configured'.

Malt-Famly Maragement ystem ACCENTRA e'
The Hibiscus at Mali YT ® | & Papineay, Eiizabeth

= DoorBird
— V |
g [l Technology meets Design.
rrrrr st
NA Configured ) /-5 ntra Dev wants to ai Coess Vout r DoorBird

‘Account with fo u iing perr
« Administrate your DoorBird
No records to display CANCEL ACCEPT

& Reportng

@ Super Admin
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VIEW DOORBIRD DETAILS AND MANAGE UNITS

To view DoorBird Details, click View Details next to the name of the DoorBird unit.

ACCENTRA
ASSAABLOY

The screen displays all of

the details of the DoorBird
connected to the system.
Adding units can also be done
from this screen by doing the
following:

Click the Manage Units button.
The Add Unit to DoorBird box
appears.

Click the checkbox next to the
Unit Name to add to DoorBird.

Click the Save button when all
the desired Units have been

selected.

Add Unit to DoorBird (16 of 16)
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SETTINGS

Settings manages the Revalidation Interval and One-time PIN for all offline locks in the system. It is
strongly recommended that desired settings be configured in the Multi-Family Management System prior
to lock commissioning with the ACCENTRA Multi-Family Configuration Tool application.

e or @ | B Popincau Habetn o

ASSAABLOY

Any changes to One-Time

PIN settings after initial
commissioning will require

that ALL locks in the system
either be updated by visiting the
opening with the Multi-Family
Configuration Tool application
OR reset and reconfigured.
Please see the ACCENTRA Multi-
Family Configuration app user
guide for steps to update the lock.

£* Settings ’

Revalidation Interval

By default the Revalidation Interval
is 30 days and the One-time PIN is
set to Inactive.

REVALIDATION INTERVAL

All ACCENTRA Multi-Family Management System physical credential holders are required to
periodically present their credential to an online updater to receive updated access rights and deliver
audit trail information collected from offline openings to the Cloud service. Revalidation interval defines
how often physical credentials need to be updated, i.e. present credential to an updater, to be valid in the
system. This only applies to mobile credentials if there is no network connection to allow for continuous
revalidation. Different revalidation intervals can be set for Leases (Residents) and Visitors/Staff.

If the revalidation interval is set to 1 day, a credential needs to be updated at least one time per day to
maintain validity in the system. If the credential is not updated, and a credential holder tries to use it

to unlock an offline lock, the credential will not work since the validity has expired. When a credential’s
revalidation period has passed and its validity has expired, the credential holder must revisit an updater
to regain validity in their credential. This adds extra security to the system, since a lost credential will not
be usable once the revalidation interval has expired. To reinstate functionality to the credential, simply
present it back to any updater in the system.
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SETTING THE REVALIDATION INTERVAL

To set the Revalidation Interval, do the following:

) ® | & Pooneas Emsben o

1. Click Configuration and
then click Settings on the
left side of the screen.
The Settings screen
appears.

2. Click Edit Settings
(pencil) on the right side
of the screen.

3. Select DAYS or HOURS
from the drop-down list
for Lease (Resident) or
Visitor/Staff.

4. Enter a number for the number of days or hours the revalidation interval lasts. Minimum of 1 hour,
maximum of 999 days.

5. Repeat Steps 3 and 4 for the other revalidation interval (Lease/Resident or Visitor/Staff).

6. Click the Save button to save the changes to the revalidation intervals. Click the Cancel button to
cancel any changes made. The screen returns to the Settings screen.

AUTOMATIC FIRMWARE UPGRADE OF CONTROLLERS

AECNTRA @ | & Papineay, Elzabetn e-

ASSAABLOY

Itis important to keep
controllers secure and up-to-
date with the latest firmware
features and improvements.
This setting allows all
system controller to be
updated automatically when
new firmware versions are
released.

When selected, this checkbox
allows the controller firmware,
for all controllers in the
system, to be automatically
upgraded when a new
firmware release is available. The firmware updates will be performed between 01:00am and 04:00am
Eastern Time.

This function can be disabled at any time by clicking the checkbox to deselect it.
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ONE-TIME PIN

A One-Time PIN code can be issued to a credential holder. This allows access to an offline opening
using the keypad instead of a credential, physical (card or fob) or mobile. This is an optional feature that
can be turned on or off.

IMPORTANT: One-Time PIN settings configured in the Settings screen apply to ALL offline openings
in the Multi-Family Management System. Editing the settings on this page will require ALL offline
locks in the Multi-Family Management System to either be updated with the ACCENTRA Multi-Family
Configuration Tool application OR reset and reconfigured. It is very important that locks are reset and
reconfigured, or updated depending on what settings changes are made, after One-Time PIN setting
changes. Missing this step will result in the One-Time PIN feature not functioning or giving unexpected
results.

SETTING THE ONE-TIME PIN

To set the One-Time PIN, do the following:

ACCENTRA @ | & Papieau, Eizabeth e-
ASSAABLOY =

[©)

1. Click Configuration and
then click Settings on the
left side of the screen. The
Settings screen appears.

2. Click Edit Settings
(pencil) on the right side
of the screen.

Ve

3. Select the Active radio
button to make One-Time
PIN active. Select the
Inactive radio button to o
disable One-Time PIN. > B & O

4. When Active is selected, one-time PIN settings appear.

5. Enter a number to set the desired PIN size. PIN size minimum is 4 digits, maximum is 8 digits.

6. Enter a number to set the maximum number of failed PIN attempts a user can make before they
are locked out. Number of attempts minimum is T and maximum is 10.
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7. Enter the number of ol Famiy iansgement st doaa, R pre——" R
One-Time PINs that will . oD
be written to all locks'’
memories. The number
of PINs minimum is 1 and
maximum is 100.

A bank of One-Time

PINs is written into each
lock’s memory at the
time of configuration with
the ACCENTRA Multi-
Family Configuration Tool
application. This sets a
specific number of one-
time PIN codes that will
be available for use in the lock.

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

8. Enter the number of minutes for Lockout duration. This is the amount of time a user will be
blocked from retrying a PIN code following the maximum failed One-Time PIN attempts. Lockout
duration time minimum is 1 minute and maximum is 4 minutes.

9. Click the Save button to save the changes to the one-time PIN settings. Click the Cancel button to
cancel any changes made. A warning message appears when the Save button is clicked.

10. Click the Confirm button to save the OTP setting changes. Click the
Cancel button to cancel the changes.

NOTE: All locks need to be either reset and reconfigured OR Are you sure you want to change OTP se
updated because OTP settings have changed. ttings?
NOTE: When a |OCk reaCheS Zero One‘Time PlNS |eft in |tS Change to status “Active or Inactive” or any other OTP settings re
i i H H quire that all locks in the system be Updated (or Reset + Reconfig
memory' It WI” neeq to be Updated U.S|ng the MUltI ure) using the ASSA ABLOY ACCENTRA™ Configuration App (See
Family Mobile app in order to replenish the bank ASSA ABLOY ACCENTRA Multi-Family Lock Configuration Tool Us
" H ” i i i i ).
Of PlN COdeS See One'T|me PlN on page 85 er Guide for detailed instructions on both processes
to determine how many PINs are left in the lock’s conce [
memory.

NOTE: See the ACCENTRA Multi-Family Management System Configuration Application User Guide
for information on how to reset and reconfigure or update individual locks.
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5. ADMINISTRATION

The Administration service manages access privileges for people, such as leases, visitors and staff.

LEASES

Leases allows the
administrator to create
leases, manage existing
leases, past leases, future
leases, and manage
residents and resident
access. The Leases screen
displays the Active Leases
list by default. Future
Leases and Past Leases

are displayed in separate
tabs on the screen. Past
Leases are any leases

that have expired, are past
the To date defined in

the lease. Future Leases are
any leases that have a start
date after the current date.
A maximum of 100 leases is
displayed by default. If more
than 100 leases are in the
system, scroll down to display
the next 100 leases.

The Lease lists show the Lease
Holder, the Unit number, the

From and To dates, the number
of residents, and the number

of credentials. If the clock icon ()
appears next to a credential
number, it means action is
required on one or more of the
credentials. Click the icon for
more information. Positioning the
mouse over the info icon @) in the
credentials detail box shows the
credential status process steps.
Click the Close button to close the
credential detail box.

Multi-Family Management System
h bu

ey ® | 8  Papineay, Eizabetn e
/ASSA ABLOY -
i 3 earct U
B Activesore) Future Past vV & & & Search v B rooLease

Apartment 1402 04/01/2022 1200 AM 03/31/2025 11:59 PM 2 30
03/09/2022 1200 Am 033172005 1150 PM 3 o
021012024 1200 Am ovaiz0as issem
0410212024 1200 Am 04772008 1139 oM 2 10
Aparment 1104 1010212023 1200 A 107312024 11:59 P 3 10

B Active Future Past(ofs) v & a8 s vy

Anderson Crytal Apartment 1201 05/01/2022 1200 Al 0373172023 1:50 M 1 2
oaker b Aparment 1101 03/01/2022 1200 At T2/s202 1159 Pt 2 o
Colln,cathrine sparment 1302 oaro2r2022 1200 At oozra0za 1159 P o
dhingra,vias Aparment 103 1011972023 1200 M 102012023 190 1 0
chingrs,vices Aparment 1103 10/21/2023 1200 At 1072212023 1:50 1 1 q
Dorne,Ecmona Aparment 1101 o2/01/2023 1200 At our30/2024 1150 Pt 2
seterson Ray Aparment 1202 caron2022 1200 At ousia0za s P

Resd, Carolne Aparment 1301 0410212022 1200 Al 0470272023 11:50 M 2 0
Sabharval Ront Aparment 1102 12/01/2022 1200 A 1271772022 1:50 Pt 1 1

Accaan, ® | B PapeauEizabetn e-
/ASSA ABLOY -

Credentials (3)

Bishop, Anne (1)

Card/FOB 36393

Angeline, Janelle (2)

Type Credential

Card/FOB 2000871

Last Updated
NA Pending update () 09/14/202310:19 03/21/2024 1547
Email Last Modified Last Updated Last Modified

NA pendinghandout ) NA 03/21/2024 1547
Credentials (3)

Bishop, Anne (1)

Type Credential Email @ Preparing Hand out/ Update Last Updated Last Modified
| st
NA .

Card/FoB 36393 ::“"'"9 Hand “‘: Update 0] 09/14/2023 1019 03/21/2024 1547

Angeline, Janelle (2)

Card/FoB 2009871 NA pendinghandout ) NA 03/21/2024 1547

CLOSE
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ADD LEASE

A lease is defined as permission for one or more people to access a unit and its respective doors for a

specified time frame.

To create a new lease, do the following:

1. Click Administration and then click Leases on the left side of the screen. The Leases screen

appears.

2. Click the Add Lease button on the right side of the screen.

The Add Lease information screen appears.

populates with a time of 11:59PM.

3. Use the calendar function to add a From date and time and a To date and time. The From date
automatically populates with the current date and a time of 12:00AM. The To date automatically

Multi-Family Management System
“The Hibiscus at Malibu

4. Select a Unit from the
Unit drop-down list. Only
available units are displayed.

5. Enter a lease holder First
Name and a Last Name.
These are required fields.
Phone number, e-mail and
Additional Information are
optional. Change the size of
the Additional Information
field by clicking on the lower
right corner of the text box.

6. Select the Invite to

Add Lease Information

From Date (MM/DDYYY Hmm) *

07/19/2024 :12:00 AM

Residents (1)

K Resident Information [ ] nte o Resdert inage Access
LesseHolderNome *

First Name* Last Name*

Acsess Rghts

ACCENTRA

To Date (MM/DDIYYYY Hiamm) *

@ | & Papineay, Elzavetn e-

&1 STETT

Resident Managed Access

Multi-Family Management System
“The Hibiscus at Malibu

check box to allow the

resident to use the RMA O p
functions.

7. Click the arrow in the
Access Rights field to
display a list of available
access rights. Select the
desired access rights from
the list.

Q. super Admin

Add Lease Information

From Date (MMIDD/YYYY Hitm) -

07/19/2024 :12:00 AM

Residents (1)

H Resident Information [ ] invte t Resident Managed Access

Loase Holde Name

) Staff Access

@ | & Papineau, Eizabetn e

Email

Addiional nformation
Additional Information

Vehicl nformation

Vehicle Information
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8. If desired, click Add Custom
Access. Select the Access
Area, the From Date, the To
Date, Start Time, and End
Time. Use the check boxes

Add Lease Information

Fiom Date (MMIDD/YYYY i) * ToDstoMDDMYYHHmMY e

07/19/2024 :12:00 AM 3| 07/31/2025 :11:59PM g | unt

Residents (1)

. *  Resident Information [ nvite to Resident Mansged Access.
to select the desired days of . E—
the week to allow access. & comen o [
Up to five custom accesses L5 e e

@ Super Admin

o]

allowed.

From Date (MM/DDYYYY)* o Date (MM/DD/VYYY) Start Tim s End Time st o
- o902 | 07/31/2025 ® 00 00 23 |1 59

9. To remove the custom
access, click the Trash
Can button in the o
upper right corner of
the Custom Access section
of the screen.

10. Click the Add Resident
button to add additional
residents. e

El sty B otnassny H sy My Bssusaay Hsuncsy

il @ | & poonenstiaben @)

Add Lease Information <«

From Date (MDD YYYY Himm) * ToDsteMWDDMYYHHAR)®  uae

07/19/2024 :12:00 AM £ | 07/31/2025 :11:59PM & Apartment 1101

Residents (2)

* Residentinormation [ etoesien Harsged scces

Phons #

Phone

Note that a resident cannot
be added until the lease
holder information is added. % sperkane

Email

prefecti@gmail.com

11. Enter the resident First
Name and Last Name.
These are required fields.
Phone number, e-mail and
Additional Information are
optional.

REVIOVE

Phone s ‘addisonal iformation

Phone ‘Additional Information

sccess Rghts emal Veice nformaton

Access Rights - Email Vehicle Information

ADD RESIDENT

12. Select the Invite to Resident Managed Access check box to allow the resident to use the RMA
functions. An email address is required for Resident Managed Access™.

13. Click the arrow in the Access Rights field to display a list of available access profiles. Select the
desired access profiles from the list.

NOTE: Residents can have access rights different from the lease holder.

14. To add more residents, click the Add Resident button. To remove residents, click the Remove
button next to the resident’s name.

15. Click the Save button to save the the lease. Click the Cancel button
to cancel any changes made. The screen returns to the Leases screen.

NOTE: If Invite to Resident Managed Access is selected, the resident will receive an email with
information and instructions to set up their Resident Managed Access™ functions. It is
recommended that the Resident Managed Access™ Getting Started Guide (link in the Help
section) also be provided to the resident.
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SEARCH FOR A LEASE

The search function is the same for Current, Future, and Past Leases. However, the search will only
search in the active screen. For example, if search criteria is entered in the Past Leases screen, the
system only searches through the past leases.

To search for a lease, do the following:
1. Click Administration and then click Leases on the left side of the screen. A list of leases appears.

2. Enter the search criteria in the Search box at the top of the Leases list.
NOTE: Any text or part of text used in the Search field that is part of the lease holder's name or

description will appear in the Search results. 2 ‘Scarch

3. The search results are displayed automatically.

QUICK DISPLAY RESIDENTS

To quickly display resident names for each lease, click 00 Residents B
on the number in the Resident # column in the Leases [iaassd

list. A Residents dialog box appears. Segulu apariment 1402

This box displays the lease holder name, the unit and & Bishop, Arme 2 Angeline, Janele

the name of each resident. To view the lease, click the

Visit Lease button. To close the box, click the Cancel
button.

BULK INVITE TO RESIDENT MANAGED ACCESS™ AND DOORBIRD

It is possible to use the bulk invite pop-up box to invite multiple residents to Resident Managed
Access™ and Doorbird.

To invite multiple residents to Resident Managed Access™ (RMA), do the following:

1. Click Administration and then click Leases on the | = e _—
left side of the screen. A list of leases appears. |

2. Click the Invite to Resident Managed Access e X
button at the top of the Leases list. & e :

Apartment1104 vy 10/02/2023-10/31/2024

An Invite to Resident Managed Access™ box
appears. The Invite to Resident Managed Access™
box lists the Units that have valid leases with
residents that can be invited to use Resident
Managed Access™.
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3. Click on a Unit to display a list of residents in that P ———
Unit. The list shows the resident's Name, if they
have been invited to RMA, Email (if available), and ,

Apartment 1403 vaidiy03/09/2022 - 03/31/2025 v

invite status.

4. Click the Invite to RMA check box next to the D P
name of each resident to be invited. CR
5. Enter the resident’s Email address if it not already :
in the system. An email address is required to ,
invite a resident to use RMA.
6. When all the desired selections are made for
the lease, click the Invite button. This will send e T
an email with an invitation to use RMA to each
selected resident. i R i

7. Click the envelope icon 24, in the Action column

to resend the RMA invitation if the resident was

previously invited. P
8. Click the Close button when finished selecting the -2 ik >

residents to be invited to use Resident Managed e d

Access™.

To invite multiple residents to Doorbird, do the following:

1. Click Administration and then click Leases onthe
left side of the screen. A list of leases appears.

2. Click the Invite to Doorbird button at the top of -
the LeaSeS |iSt. Apartment 1402 validity - 04/01/2022 - 03/31/2025 >
An Invite to Doorbird box appears. The Invite to ,
Doorbird box lists the Units that have valid leases j
with residents that can be invited to use Doorbird. ,

3. Click on a Unit to display a list of residents in that
Unit. The list shows the resident's Name, if they
have Doorbird access, and Email (if available).

4. Click the Invite button next to the name of each
resident to be invited.

5. Enter the resident’s Email address if it not already
in the system. An email address is required to :
invite a resident to use Doorbird. - T —

6. When all the information is entered for the - :
resident, click the Invite button. This will send an ,
email with an invitation to use Doorbird to each >
selected resident. - B |

7. Click the Close button when finished selecting the

residents to be invited to use Doorbird.
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DISPLAY LEASE INFORMATION

To display lease information, do the following:

ACCENTRA

L ———

ASSA ABLOY

1. Click Administration and
then click Leases on the left
side of the screen. A list of
leases appears.

Multi-Family Management System
The Hi alibu

Fiom Date (MMIDDYYYY HHm) -

07/19/2024 :12:00 AM

Residents (2)

2. Click on any of the columns
with the lease information
desired. Use the Search
function to find the
desired lease. The Lease
Information screen appears.

nnnnnnnnnnn

3. Toreturn to the lease list,
click Arrow next to Lease
Information in the upper left
corner of the screen.

Custom Access

Add Lease Information

# Resident nformation [ i o Reser

Prefect

Managed access

ACCENTRA

ToDseMMOONYY HHT) e

[ 07/31/2025 :11:59PM

zzzzz

Vebice nformstion

REVOVE

.....

ADD RESIDENT

€ Lease Information

The Lease Information screen shows the Lease Holder name, the Unit, the lease dates, each resident
name, email, phone number, access rights, additional information and credential information.

From this screen the lease information can be edited or deleted, the lease can be moved in or moved
out, residents can be added or removed, credentials can be handed out/handed in, or blocked for each
resident, residents can be invited to DoorBird or Resident Managed Access™. Note that lease holders

cannot be deleted.

To view information for a resident, click on the resident’'s name.

To add a resident to the lease, click the Add Resident button and then enter the resident information as

desired. Click the Save button when done.

To remove a resident from the lease, click the Delete
button in the Resident Information section. The Remove
Resident from Lease confirmation box appears.

Click the Confirm button to remove the resident from
the lease. Note that the resident cannot be removed
until their assigned credential is handed in/blocked.

Remove Resident

Once removed, this Resident will NOT be able to login to Resident
Managed Access App.

Please ensure to manually remove the associated Guests of this
Resident under Administration > Visitors & Staff > Resident's
Guests.

Note that mobile access for guests of this resident will not be
revoked by this action.
Do you want to remove Smith, John from the lease?
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EXPORT/IMPORT LEASE LIST
To export the lease list, do the following:

1. Click Administration and then click Leases on the left side of the screen. A list of leases
appears.

2. Click the Export button to create a .CSV file that contains all of the Leases.

It is possible to create a lease list using a .CSV file and then import it into the system.

A .CSV file template is available to use to ensure the .CSV file being used to import the lease information
is correctly formatted.

To download a sample .CSV file template, do the following:
1. Click Administration and then click Leases on the left side of the screen. A list of leases appears.

2. Click the CSV button to download a .CSV file template. &
The template name is lease_template.csv.

When the .CSV file template is filled in with the desired information, it can be imported to the system.

Please note the maximum file size for the .CSV file is 140KB.

NOTE: Unit names and Access Rights (Profiles) must exist in the system prior to loading leases using
the .CSV file. When entering units into the .CSV file, be sure to use the complete unit name as
it exists in the system. For example: if a unit is named “Apartment Room 1101" in the system,
“Room 11071" cannot be used in the .CSV file. It must be “Apartment Room 1107".

To import a lease list, do the following:
1. Click Administration and then click Leases on the left side of the screen. A list of leases appears.

2. Click the Import button o
to load a .CSV file that
contains all of the Leases.
The Import Leases dialog Import Leases x
box appears.

Drag file to upload or

3. Select the file to upload
using the drag-and-drop D
method or click the Choose
CEED

File button to select the file.

4. When the file is selected, Import Leases %
click the Upload File button.
A status bar appears.

Import process may take few minutes. You can close this window and check the import status by clicking “Import CSV” button
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5. When the upload is
complete a completion
message appears. If there
were no errors a success
message is displayed. Click
the Close button to close
the message.

Import Leases X

All records created successfully.

If data errors, like duplicate data or incorrect data format were found during the upload, an error
message is displayed with the incorrect data. It is possible to edit the incorrect data or discard the data
through the error message.

To edit the import errors, do the

fO”OWing: Import Leases X
_I . ClICk Edit bUtton (penCII)ln 0/1 lease(s) imported successfully, for remaining please resolve conflict below.

the Action column next to Enties withconficing dta.

the deSired error. The edlt SN Unit Resident Name Type Conflict Details Action

screen appears. to fmem e e P e 7o

2. Correct the errors as noted
in the error screen. When
finished, click the Save
button. To discard the
changes, click the Cancel

button.
3. Todiscard all errors, click
the Discard All button.
Import Leases X
.. )
Unit Name From Date (MmrDD/YYYY) * To Date (mmropsvyyy) *
Apartment 1101 ] [\ EI}
Name * Fhone # o Lesee rolder Invite to Resident Managed
Willy Wanka Phone -) D Access

Access Rights Email Additional Information

Access Rights - Email Additional Information
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EDIT LEASE INFORMATION

To edit lease information, do the following:
1. Click Administration and then click Leases on the left side of the screen. A list of leases appears.

2. Click on any of the columns with the lease information desired. Use the Search function to find the
desired lease. The Lease Information screen appears.

3. Click the Edit Lease button st e e decan Y pr—.
(p e n C I | ) : ,’ Edit Lease Information
The Edit Lease

Apartment 1402 04/01/2022 :12:00 AM & (03172025 1159 P @)

Information screen displays
editable text boxes. The
lease dates, lease holder

or other resident name,
email, phone number,
access rights and additional
information can be
changed. Also any resident
can be invited as a Resident
User by clicking in the check
box above the resident’s
name. The leaseholder

can be changed by clicking on the star next to the resident name. The resident becomes the
leaseholder. The Unit name cannot be changed.

Residents (2)

* Resident information [ ket Resdrt ianged Access

Bishop Phone ‘Additional Information

Vaticle nformation

Staff Access x x v abishop@hotmall.com ABC123 Volvo V40

ssssssssss

+ ADD CUSTOM ACCESS

¥ Angeline, Janelle

4. Click Add Custom Access to add custom access to a resident. Select the Access Area, the From
Date, the To Date, Start Mutt-Farily MonagementSytem domaean, @& paneamn @-
Time, and End Time. Use
the check boxes to select
the desired days of the
week to allow access. Up
to five (5) custom accesses
can be assigned for the s
resident. 2

Edit Lease Information

From Date (A

To Date (MM/DD/YYYY )

Apartment 1403 03/09/2022

[ 03/31/2025 :11:59PM ®

Residents (3)
F Resident Information [ ] nioto Residert Maraged Accss

lllllll Jder Name * Phone
Arthur Dent A

ns x Residents Access x x v adem@gmall.com

@ Super Admin

5. Toremove the custom
access, click the o
Trash Can button in
the upper right corner of the
Custom Access section of
the screen.

< || 03/09/2022 @ 03/31/2025 =] 0 : o 2 59

Hrosony pr—

Friday saturday Sunday

7 Smith, John

% MMillan, Tricia

6. Click the Save button to save the changes to the access area. Click the
Cancel button to cancel any changes made. The screen returns to the
Leases screen.
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REMOVE LEASE

ACCENTRA
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A lease can be removed without having to remove the residents and lease holder. Note that all the
credentials must be handed in or blocked before the lease can be removed.

To remove a lease, do the following:

—

Select the lease to remove from the lease list.

2. Check to be sure all the resident credentials are handed in or blocked.

3. Click the Delete button (trash can) in the
upper right of the screen. The Remove Lease
confirmation box appears.

4. Click the Yes button in the Remove Lease
confirmation box to remove the lease. Click the
Cancel button to keep the lease.

@ Remove Lease

Do you want to remove this lease?
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LEASE INVITE TO RMA OR DOORBIRD

Individual residents on a lease can be invited to Resident Managed Access™ or DoorBird using the RMA
or DoorBird icons in the Lease Information screen. Note that there must be a valid email address for the
resident entered into the system. If a resident does not get an invitation email, instruct them to check
their spam or junk folder.

To invite residents to Resident Managed Access™, do ==
the following: .

1. Click Administration and then click Leases on the pre—— =
left side of the screen. A list of leases appears. ' —

2. Click on any of the columns with the lease
information desired. Use the Search function to find
the desired lease. The Lease Information screen
appears.

. &
3. Click on the Resident Managed Access icon
next to the Hand Out button. A pop-up box appears.

4. Select the Invite to RMA check-box next to the name of the resident to invite. If the check-box is
grayed out, the resident has already been invited to RMA.

5. Click the Invite button to send the invitation.

6. To resend the invitation, click the Resend Invitation icon in the Action column. =53

Hand Out Credentials DoorBird  Resident Managed Access

1402 Vality:04/01/2022 - 03/31/2025 v

To invite residents to DoorBird, do the following: e

1. Click Administration and then click Leases on the I e e w
left side of the screen. A list of leases appears.

2. Click on any of the columns with the lease
information desired. Use the Search function to find
the desired lease. The Lease Information screen
appears.

3. Click on the DoorBird icon next to the Hand Out
button. A pop-up box appears. B ——

artment 1102 Valdity:04/02/2024 - 04/17/2025 v

4. Click the Invite button next to the name of g m
the resident to invite.

5. Toremove a resident’s DoorBird permissions, =
click the Un-Invite button. @

6. Tore-send the invitation, click the Resend =
Invite button. ©
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VISITORS & STAFF

ACCENTRA
ASSAABLOY

Visitors and Staff allows the user
to create new visitors and new
staff members in the system,
manage the visitors and staff
member access and view guests
added by residents through the
Resident Managed Access™

function.

& Visitors & Staff sore) Resident's Guests

mmmmmmmm

rrrrrrrrr

The visitor & staff list shows

the visitor/staff name, phone
number, the From and To dates,
the company or host, the number
of credentials and email. If the
clock icon (©) appears next to

a credential number, it means action is required on the credential. Click the icon for more information.
Positioning the mouse over the info icon () in the credentials detail box shows the credential status
process steps. Click the Close button to close the credential detail box.

ADD VISITOR

The Add Visitor features allow the administrator to create a credential for an individual visiting the site or
a staff member working on the site.

To create a new visitor or staff member, do the following:

1. Click Administration and then click Visitors & Staff on the left side of the screen. The Visitors &
Staff screen appears.

2. Click the Add Visitor/Staff button on the right side of the screen. o
The Add Visitor Information screen appears.

3. Enter the Visitor or Staff
person contact information.
First name and Last name
are mandatory fields.
Company/Host, Phone,
Email and Additional
Information are optional.

4. Add the Credential Validity
information. Select the
appropriate dates for how
long the person’s credential
is valid. The default From
date is the current date, but
can be changed.

Multi-Fami

T ® | & Papincau, Elzabeth °-

nnnnn

NOTE: The To date cannot be a date before the From date. The To date will automatically be
changed so that it is not before the From date.
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5. Select the desired Access Rights from the Access Rights drop-down list.

6. Click the Add Custom Access button to add custom access rights. The Custom Access information
section appears.

7. Select an Access Area from
the drop-down list, set the
allowed access time using
the Start Time and End
Time clocks, and set the
From and To date range
using the calendar buttons,
select Custom Days to
set the specific days the
person is allowed access
within the time and date
range selected. Up to five
(5) custom accesses can be
assigned for the visitor/staff
member.

8. Toremove the custom access, click the Trash Can button in the upper right o
corner of the Custom Access section of the screen.

nnnnn

nnnnn

9. Click the Save button to save the changes to the visitor/staff information.
Click the Cancel button to cancel any changes made. The screen returns to
the Visitor & Staff screen.

SEARCH FOR A VISITOR/STAFF

To search for a visitor or staff member, do the following:

1. Click Administration and then click Visitors & Staff on the left side of the screen. A list of visitors
and staff appears.

2. Enter the search criteria in the Search box at the top of the Visitors & Staff list.

NOTE: Any text or part of text used in the Search field that is part of the C. search
visitor's name or description will appear in the Search results. .

3. The search results are displayed automatically.
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DISPLAY VISITOR & STAFF INFORMATION

To display visitor and staff information, do the following:

1. Click Administration and
then click Visitors & Staff q
on the left side of the - - po—
screen. A list of visitors and - B —
staff appears.

2. Click on any of the columns
with the visitor information
desired. Use the Search
function to find the
desired lease. The Visitor
Information screen appears.

nnnnnnnnnn

L e i) o Date (MM/DD/YVYYY i)
07/12/202412:00 AM 07/12/202411:59 PM

07/12/2024 07/12/2024 00:00

3. Toreturn to the lease list,
click Arrow next to Lease
Information in the upper left
corner of the screen. < Visitor/Staff Information

The Visitor Information screen shows the Visitor name, company, email, phone number, access rights
including custom access, additional information and credential information. It is also possible to hand
out a credential using the Hand Out button.

07/12/2024 07/12/2024 00:00 18:00 Fri

EXPORT VISITOR & STAFF LIST

To export the visitor and staff list, do the following:

1. Click Administration and then click Visitors & Staff on the left side of the screen. A list of visitors
appears.

2. Click the Export button to create a .CSV file that contains all of the Visitors and Staff. .1,
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EDIT VISITOR & STAFF INFORMATION

To edit visitor and staff information, do the following:

1. Click Administration and then click Visitors & Staff on the left side of the screen. A list of visitors
and staff appears.

e v e 818 o casen @-
2. Click on any of the columns
with the visitor information
desired. Use the Search
function to find the
desired lease. The Visitor
Information screen appears.

3. Click the Edit Visitor button e
(pencil). py

aaaaaaa Ihost Phone.
Company Phone

ADD CUSTOM ACCESS

The Edit Visitor Information
screen displays editable text
boxes. The visitor name,
email, company/host, phone
number, access rights,
additional information, and credential validity can be changed.

4. Click the Save button to save the changes to the access area. Click SAVE CANCEL
the Cancel button to cancel any changes made. The screen returns to - -
the Visitor Information screen.

REMOVE VISITOR & STAFF INFORMATION

To remove visitor and staff information, do the following:

1. Click Administration and then click Visitors & Staff on the left side of the screen. A list of visitors
and staff appears.

Malt-Family Management System NCCENTRA @ | & Papineau Elizabeth e-
albu ASSAABLOY |

2. Click on any of the columns
with the visitor information
desired. Use the Search
function to find the
desired lease. The Visitor
Information screen appears.

3. Click the More Menu button |8t
(ellipsis).
The More menu is
displayed.

< Visitor/Staff Information m e

nnnnnnnnnnnnnnnnnn

Name
Cougar, Patricia NA NA

emal Additonsl formation
NA NA

Access Rghts

Residents Access  Maintznance

Last Updated Last Modified

caraiFos es001 Na Pending handou @ Na 20240616

Start Date o) w StartTime st End Tme inane. Custom Days
07/12/2024 07/12/2024 00:00 2359 Fri

4. Select B
Remove [Eg, HAND IN / BLOCK

fom he

menu.

rtDate pauseororv Date gasorvve StartTime ) End Time svans) uston
07/12/2024 07/12/2024 00:00 18:00 Fri
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RESIDENT’'S GUESTS
To view a list of resident’s T — Accawan "

guests, click on the Resident'’s
Guests tab at the top of the
screen. The list shows the

Unit who issued the credential,
guest’s name, phone number if
entered, From and To dates, the
number of credentials issued
and guest’s email address.

Apartment 1102 Papineau, Elzabeth NA 02/16/2023120.. 0212112023 115. 1 temacha@gmailcom

Apartment 1104 Gustasson, Hida N ovoz2at20.  owos2ans. 1 @ nidas qustafsson@vollegoalse

Apartment 1104 Karlsson,Lotta NA 04/02/2024120..  04/06/2024 115. 10 niklas@mai

Apartment 1403 M, Bemy Na 0372472023120, 0372572023 115, 0 benmareus @gmall.com

Clicking on the Unit name
opens the lease information

for the resident who issued the
guest credential. Clicking on the
Credential # opens a pop-up
box displaying the credential

information and status. focmeen 8 8 e @
Clicking on the guest name S

opens the Visitor/Staff
Information screen to display
the access information
assigned to that guest. This
information can be edited in the
same way that Administrator
assigned visitor information is
edited.

Addtonalnformstion

NA

sccess Rt

Resigent Managed Access and Guest Profie

Credentils 1)

o) ate (MM/DD/YYYY
6/

o0 Hiimm)
04/06/202411:59 PM

MDDV i
04/02/202412:00 AM

Custom Access

Gustom Access 1

AAAAAA

- EndTime vueann Customays
Apartment 1104 04/02/2024 04/06/2024 00:00 2359 Mon | Tue | Wed | Thu | Fri| Sat| Sun
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QUICK ACTIONS

Quick Actions allows the administrator to hand out credentials, hand in credentials, issue a one-time PIN,
and block credentials.

HAND OUT

The Hand Out feature allows the administrator to hand out credentials to lease holders, residents,
visitors and staff members so that the system knows which credentials are assigned to each person.
Each person (lease holder, resident, visitor, staff member) is allowed to have a maximum of nine (9)
credentials assigned, three (3) physical credentials, three (3) mobile credentials and three (3) vehicle
credentials.

To hand out credentials, do the following:

1. Click Administration and e e R e - &
then click Quick Actions on
the left side of the screen.
The Quick Actions screen
appears.

© Quick Actions

2. Enter a name or partial
name (3 characters
minimum) in the Search
By field. A list of names
automatically appears
containing the search
criteria.

3. Click the Hand Out button
next to the desired name.
The Hand Out Credential dialog box
appears.

Hand Out Credentials

Dent, Arthur (0) v

No credential to display

4. If a physical credential (card/FOB) e
is being handed out, click the Add
CARD/FOB Credential button.

5. Enter the credential number from the
card or fob being given to the person.
See “Reading Credential Numbers” on o e
page 83.

Card/FoB Credential Number Confirm Discard

6. Click Confirm. To cancel the action,
click Discard.

+ Add CARD/FOB Credential + Add Mobile Credential + Add Vehicle Credential

7. Present the physical credential to an
online updater. This step is REQUIRED to
complete the Hand Out process for physical
credentials.
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10.

1.

12.

13.

14.

If a mobile credential is being handed out, click
the Add Mobile Credential button.

Enter a credential name and email address.
NOTE: The credential name can be anything to
associate the credential with an individual, such
as "Joe’s iPhone”.

NOTE: The email address used for a mobile
credential can only be used once. Each additional
mobile credential for a resident must use a
different email address.

Click Confirm. To cancel the action, click
Discard.

If a vehicle credential is being handed out, click
the Add Vehicle Credential button.

Enter the credential number from the vehicle
tag being given to the person. See “Reading
Credential Numbers” on page 83.

Click Confirm. To cancel the action, click
Discard.

When finished handing out all the required
credentials, click the Close button.

ACCENTRA

L ———

ASSA ABLOY

Hand Out Credentials

Dent, Arthur (0)

aaaaaaaaaaaaaaa

Dent, Arthur

+ Add CARD/FOB Credential

adent@gmail.com

+ Add Mobile Credential

ConfimDiscard

+ Add Vehicle Credential

Hand Out Credentials

Dent, Arthur (0)

Credential Number

+ Add CARD/FOB Credential

+ Add Mobile Credential
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HAND OUT MOBILE CREDENTIAL

When a mobile credential is handed out, the user receiving the credential is sent an email to the entered
email address.

That email contains a link to download o
the Multi-Family Management System e
access app and a code used to connect

the app/mobile device to the Multi-Family
Management System.

The user needs to follow the directions in the
email and app to connect their device.

Once the mobile device is connected, the
user can use the app to access locks and
online updaters as assigned.

Once the mobile credential is handed out,
the user has seven (7) days to link their
device to the Multi-Family Management System before the credential expires. If the credential
expires, the system administrator can resend the credential using the Resend button next to the
credential from the Lease Information screen or Visitor Information screen.

&l
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READING CREDENTIAL NUMBERS

For cards and FOBs there are two types of multi-technology credentials available:

SEOS offline + SEOS PACS online credentials:
(Card Part Number: NTX600-ACCCRD-8K, FOB Part Number: NTX600-ACCFOB-8K)

These physical credentials (cards and FOBs) can be used in the ACCENTRA Multi-Family
Management System and also in a third party Physical Access Control System (PACS) that reads
HID High Frequency SEOS technology credentials.

SEOS offline + SEOS PACS online + 125kHz proximity credentials:
(Card Part Number: NTX600-ACCPRX-8K)

These physical credentials (cards) can be used in the ACCENTRA Multi-Family Management
System and also in a third party Physical Access Control System (PACS) that reads HID High
Frequency SEOS technology credentials and in systems that read low frequency proximity
credentials.

When entering a credential number on a card or FOB, enter the digits directly after the forward slash
(/) and ignore all other number groups.

Ignore  Enter Ignore
ACCENTRA
e SEQS only
ASSA ABLOY format
Ignore Enter Ignore Ignore
ACCENTRA SEOS and
ASSA ABLOY Prox Format

ACCENTRA

For vehicle credentials, enter the digits labeled “DEC:".
Ignore all other number groups.

ASSA ABLOY.
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HAND IN

The Hand In feature allows the administrator to receive, or hand in, credentials from lease holders,
residents, visitors and staff members so that the system knows which credentials are no longer
assigned to a person.

To hand in a credential, do the following:

ACCENTRA
EAABIDT a Papineau, Elizabeth °-
ASSAABLOY 8 | &

1. Click Administration and
then click Quick Actions on
the left side of the screen. :
The Quick Actions screen
appears.

© Quick Actions

2. Enter a name or partial
name in the Search By
field. A list of names
automatically appears
containing the search
criteria.

3. Click the Hand In/Block
button next to the desired
name. The Hand In/Block
Credentials dialog box appears. % Handin/ Block Credentials

User Guides

Bishop, Anne (1)

4. Select the Hand In radio button for
credential(s) to hand in.

5. Click the Hand In/Block button. A success
message appears.

6. Present the physical credential to an
online updater. This step is REQUIRED so
that the credential may be reassigned to a
different system user.

cLoSE

% DL Credentials Hand-in/Revoke succ
v
essfully.
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ONE-TIME PIN
The One-Time PIN feature allows the administrator to issue a one-time numeric code to a person for an
individual door so that the person can gain entry to that door one time.

NOTE: the One-Time PIN can be used at any time twice, once to open/unlock a door and once to lock
the door if one-touch locking is disabled. The One-Time PIN does not expire if another PIN is generated
and used before a previously generated PIN.

To issue a One-Time PIN, do the following:

Mult-Family Management System ACCENTRA °.
The Hibiscus at Maliou MBEAMRDY @ | g Papineau, Elizabeth

1. Click Administration and
then click Quick Actions on
the left side of the screen.
The Quick Actions screen
appears.

© Quick Actions

Search By,

Resident / Vistor & Staff Name / Credential

2. Enter the name or partial
name of the person to get a
One-Time PIN in the Search
By box.

3. Click the One-Time PIN
button next to the person’s
name in the search results
list. A Generate OTP dialog
box appears. P — = e B

“The Hibiscus at Malou ASSAABLOY

4. Use the drop-down list to © cuick Actions
select the specific door to

issue the One-Time PIN for.

5. Click the Generate One-
Time PIN button.

Search By
oenf °

e, At Resicent NA
Vistor/siatt Loras_1 Mobie cre.
Vistor/staft Elzabes's 1 Mobile C.

Gustafsson, Hida Visior/staff Hildas_1 Mobile Cred.

8 Generate OTP

© Generate OTP

addiior ame
NA

Apartment 1402(Apartment 1402) Doors (0riy dors that Eishop, Amne as access o il show up here)
Men's Locker(Master Access) Maintenance Room(Master Access)

Lady's Locker(Master Access)
Maintenance Room(Master Access)
Apartment 1101(Master Access)

Apartment 1102(Master Access)

cLose ‘Generate One-time PIN —>
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A Generated One-Time PIN dialog box appears with the PIN code
displayed. Make note of the PIN and provide it to the designated
person. The person must enter the PIN and press the check mark 3230
button on the lock. Note how many One-Time PIN numbers are left | "%"" "
for the lock, as displayed in the dialog box.

Generated One Time PIN

6. Click the Close button in the Generated One-Time PIN dialog box.

NOTE: When a lock reaches zero One-Time PINs left in its memory, it
will need to be updated using the Multi-Family Configuration
app in order to replenish the bank of PIN codes.

NOTE: See the Multi-Family Configuration Application User Guide
for information on how to reset and reconfigure or update
individual locks.

CLOSE
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BLOCK

The Block feature is used to block credentials in the system. This allows the administrator to control

a person’s access without having to end a lease. If a person’s credential is blocked, the next time they

present their credential to an online updater, the credential will be removed from the system and the

credential is wiped of all information.

NOTE: There is no way to remove a blocked credential from the blocklist. If the blocked credential
holder is granted access, a new credential must be issued.

To block a credential, do the following:

1. Click Administration and
then click Quick Actions on o 8)(@)|mimmsa -
the left side of the screen.
The Quick Actions screen
appears.

© Quick Actions

Denf e

2. Enter the name or partial
name of the person to have
their credential blocked in
the Search By box.

3. Click the Hand In/Block
button next to the name
of the desired person. The
Hand In/Block Credentials
dialog box appears.

4. Click the Block radio button
next to the credential to
block. E%, HAND IN / BLOCK mmmm

(-]
5. Click the Hand In/Block
button. A Block Credentials
success dialog box appears.

% Hand in / Block Credentials
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BLOCKLIST

The Blocklist feature is used to
block a credential from opening
doors and allowing a person
access to the facility. It can also
be used to send the Blocklist to
another physical credential so
that offline locks can be updated
quickly with the current Blocklist.
The physical credential being used
to update the offline locks must
have access permissions to the
locks.

@Blocklist

Select Credentials To Block (Maxmum 5) Add to Touring Credential ©

It is also possible to unblock
credentials and assign them back
to their original user or allow them to be assigned to a different user.

BLOCK CREDENTIALS

To block a credential, do the following:

1. From the main screen, click Administration on the left side of the screen.

2. Select the resident or visitor/staff credential to block and click the Hand In/Block button on the
Quick Actions screen. (See "Block” on page 87)
OR

3. Navigate to the Visitor Information or Lease Information screen and select Hand In/Block from the
More Menu button (ellipsis). .

(See “Leases” on page 64, "Visitors & Staff” on page 75) B HAND N/ BLOCK
The credential is added to the Blocklist. —

BLOCK USING OTHER CREDENTIALS

There is another method available to block physical credentials using the online updater and another
person’s physical credentials. The administrator can use a second person’s physical credential to do
the blocking. The second person’s physical credential must have access permissions with an “always
on” schedule, to all doors for which the first person’s physical credential is to be blocked at the time the
blocking is executed.

For example, the administrator chooses to block User 1 and selects User 2's physical credential to do
the blocking. User 2 presents their physical credential to an online updater and then to a lock. User 1
is now blocked from that lock. If there are multiple locks, User 2 must visit all of the locks User 1 has
access to block User 1's access.

To block a user using other physical credentials, follow the Block procedure above. When that is
complete, click Blocklist on the left side of the screen.
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To send the Blocklist to a credential, do the following:

1. Click Administration and
then click Blocklist on the
left side of the screen. The
Blocklist screen appears.

2. Select the blocked
credential(s) from the list
to be assigned to a touring
credential by clicking the
Credential check-box. A
maximum of three (3)
credentials (physical and/or
mobile) can be selected.

3. When the desired blocked
credentials are selected,
type the touring credential
name or number in the text
box on the right side of the
screen.

@ Blocklist

4. To add another touring
credential, click the +Add
Touring Credential button.
A maximum of three touring
(3) credentials (physical
and/or mobile) can be
selected.

5. When finished adding
touring credentials, click
the Send Blocklist to
Credentials button.

A Blocklist job is created.
Export the list of doors (as
a PDF file) by clicking the
Export button at the top of
the list.

SEND BLOCKLIST TO CREDENTIALS

s & | 8§ ¢y Bockist Job successfuly
“ASSAABLOY (@ *

X

6. Present the credential to an
updater so that the blocklist
is loaded to the credential.

7. Present the updated credential to all of the offline locks that require updating with the blocklist.
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8. When all of the required
locks have been visited by

the touring credential, check

each lock on the Blocklist

- Doors To Visit column by
clicking the check-box next
to each lock/door, or by
clicking the check box next
to the Name heading.

9. Once all of the locks have
been visited, click the
I'm Done button at the
bottom of the screen. The

Confirm Blocklist dialog box

appears.

10. Click the Confirm Blocklist
button. A Blocklist updated
successfully message
appears in the upper right
corner of the screen.

ACCENTRA

L ———

ASSA ABLOY

Multi-Family Management System ACCENTRA
I ESEHS ASSAABLOY

D00rs To Visit ik th dorsttyou hve pcted) & Applied To Touring Credentials

479478

@ | & peoneon iz @)

479524

Confirm Blocklist

Blocklist applied by (I @assaabloy.com at Apr 02, 20

24 10:41:56 AM.
=

Multi-Family Management System ACCENTRA
e Hibiscus at Mallou “AssAABLOY

@ Blocklist
Doors To Vist(ark e cor o rve i) B e

[ e

a 8 () Dttt b sty
creaed.
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UNBLOCK CREDENTIALS

Unblocking a credential allows the credential to be assigned back to the original credential holder, or re-
assigned to a different resident.

To unblock a credential, do the following:

1. From the main screen, click Administration on the left side of the screen.

2. Click Blocklist. The blocklist is displayed.

3. Select a credential from the blocklist.

4. Click the Remove from Blocklist button.
The Unblock dialog box appears. The

) Unblock X
Unblock dialog box can show both the
Assign Back to Holder button and the Please click UNBLOCK to use this credential afresh or click ASSIGN BACK TO HOLDER to re-assign this to
. "Tag, Maintenance”.
Remove from Blocklist button, or only

the Remove from Blocklist button.

5. Click the Assign Back to Holder button
to assign the credential back to the

original credential holder as listed in the tnblock x
d Ialog bOX This particular credential can't be reassigned. It can only be unblocked and used for new credential handout.
OR

Click the Remove from Blocklist button

to put the credential in an unused state
so it can be handed out to a different
resident.

6. The credential is removed from the
blocklist.
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DOOR CONTROLLERS

Door Controllers feature allows the administrator to remotely unlock a door with an online controller and
have visibility to the online status of the doors controlled by an online updater. If a door controller is offline,
remote actions cannot be performed. The administrator can search for a door controller by name using
the search function.

This feature requires the latest door controller firmware update to be installed.

To allow remote access to a door,
do the following:

Multi-Family Management System ACCENTRA (-}
The ki alibu @ | B4 Papineau Elizabetn

@ Door Controllers (4) y O seac n

1. Click Administration and
then click Door Controller
on the left side of the screen.
The Door Controller screen
appears.

2. Use the Search box to find the
desired door controller. Enter
a name or partial name, a list
of door names automatically
appears containing the search
criteria.

‘5pa entry door - Gate 1 ‘Spa ey door ®offine -  nglewood 6,03 - unock

s
o]
Maienance Maintenance Supply @ offine - o inglewood 603 - UNLock o)
[o]
[o]

Swimming Pool Swimming Paol offine =  ingencod 603 T uNLock

@ suwer Admin

O\ search

3. Click the Unlock button next to the door information to automatically unlock the 1= juoex
door. This function is only available if the door controller is online.

4. A success message appears in the upper right corner of the screen. The door
remains unlocked for five seconds before re-locking.

5. Use the Info button in the Details column to see more information about the
door controller.

E Main Gate X
schedule First Person Rule Door Unlock Time (sec) Configuration State
NA NA 5 Configured
Door State Mobile Credential 1P Address MAC Address
Unknown + Supported 10.90.44.19 00:06:8e:31:11.34
Relay 2 Function
Unlock
Alarm Properties
Door Held Open Alarm Forced Open Alarm
Disabled Disabled
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6. REPORTING

The Reporting service manages the different types of reports and logs available in the Multi-Family
Management System. These include Audit Trail, Event Log, and Maintenance Log.

AUDIT TRAIL

The Audit Trail feature allows the
administrator to view access logs
collected from a credential thus
providing a historical record of
the locks and online updaters,

to which a credential has been
presented. It includes time, date,
and transaction status, such as
granted or denied, etc.

AAAAAA

»»»»»»

»»»»»»

vvvvvv

The columns include:

Name - name of credential holder

Credential - credential number, credential type icon (card/fob/mobile), or remote unlock
Type - type of lock (online/offline)

Access Area, Door - name of the access area and door that was accessed

Access - access event (denied, granted, denied validity)

Time Stamp - date and time the access event occurred

Some of the reportable events that appear on the Audit Trail report are:

Granted - Access policies and time are valid for this location and time
Denied - Access policies are not valid for this location

Denied Validity - Credential validity/time has expired, or the credential has not been presented to an
online updater during the revalidation time period.

Use the Search box to search for a specific user, credential, access area/

Search
door, or access event.
Use the Filter button to search for specific dates/times. 4
Use the Export button to create a .CSV file that includes all the audit @) Exportallas CSV
events, or a .CSV or .PDF that includes just selected audit events. 2,
B Export selected as CSV

& Export selected as PDF
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EVENT LOGS

The Event Logs feature allows the administrator to view all actions performed by the user/administrator
in the Multi-Family Management System software application. Events like Visitor Created, Credential
Handout, or Lease Created, along with the time and date and the administrator identity are included in the
log.

The reportable events are in the format of the events is “what” was touched/changed/modified and
“how” the what was touched/changed modified. For example: credential.create indicates a credential was
created. schedule.update indicates a schedule was changed/updated.

Some of the reportable events e rccowan PP —
that appear on the Event Logs
report are:

(=) Event Logs (27 0f27) Search v 2

0718720241128 updater siatus andrewyoo@assasbloy.com

07720281542 credentialholderupdate elizabeth papineaugassaabloy.com

+  Lock Status/Updater Status -
These events show the state
of the updater or lock being
configured or not.

0717720241542 credentialupdate elizabeth papineau@assasbloy.com

0717720241542 leaseupdate elizabeth papineau@assasbloy.com

0711272024 0616 credentialholder update aulsingh2@assaabioy.com

07/12/2024 0616

aulsingh2@assaabloy.com

0771272024 0616 sl

ingh2@assazbloy com

0712720240612

2

wlsingh2@assaabloy.com

+  OTP_params.update -
This event occurs when
the administrator/user
changes OTP settings in the
Configuration tools.

0712720240612

aulsingh2@assaabloy.com

07/12/2024 0612 atulsingh2@assaabloy.com

071272024 0612 anulsingh2@assasbloy.com

0771272024 0612

aulsingh2@assaabloy.com

07/12/2024 0612

atul singh2@assasbloy.com

0770972024 1616 fesident_support_comactupdate elizabeth papineaugassasbloy.com

0770972024 1613

support_contactupdare elizabeth papineaugassaabloy.com

@@G@@@@@@@@G@@@@E

07/00/20241600 resident_suppor_contactupdate. elizabeth papineau@assasbloy.com

+  Seos.issue/revoke-setup card
- This event occurs when an administrator configures or re-configures a lock or updater using the
configuration app.

+  Seos.revoke-setup card - Access-right/profile.update - This event occurs when an administrator
changes the access rights or access profiles in the Configuration tools.

+ lease.assign/handout_credential - This event occurs when the administrator assigns a tenantto a
lease and hands out credentials to tenants.

Use the Search box to search for a specific event (Event Name column) or 2. Search
user (Who column). :

Use the Filter button to search for specific dates/times. 4

Use the Info button in the Details column to see more information about the
event.

Use the Download button to create a .CSV file that includes all the audit K @l Exportall as CSV
events, or a .CSV or .PDF that includes just selected audit events.

@ Export selected as CSV

& Export selected as PDF
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MAINTENANCE LOGS

The Maintenance Logs feature allows the administrator to view lock status events such as lock jammed
and low battery. These are carried on credentials through an online updater back to the Multi-Family
Management System.

Some of the reportable events that appear on the Maintenance Logs report are:

- Battery Low - This events occurs when the battery life of a lock is low.

+ Lock Jammed - This event occurs when the deadbolt is unable to be properly moved by the motor on
locking or unlocking.

- System Event - This event occurs when operating system level events occur (update, reconfigure,
change of lock settings).

+  Tampering Detected
+  Failed to Unlock

+ Door Held Open - This event occurs when the door position sensor does not sense the door in a
closed position for a period of time.

+ Door Forced Open - This event occurs when the door position sensor senses the door is open but no
open request was given (presenting credential/turning inside handle/pressing inside bar).

Use the Search box to search for a specific event (Event Name column) or . Search
user (Who column). )

Use the Filter button to search for specific dates/times. Y

Use the Download button to create a .CSV file that includes all the audit
events, or a .CSV or .PDF that includes just selected audit events. i B Bxport il as CSy

Bl Export selected as CSV

X~ Export selected as PDF
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7. TROUBLESHOOTING AND COMMON ISSUES

Common Causes

Problem

Lock is configured
successfully but status is not
changed in the Multi-Family
Management System

Mobile device does not have
any internet connection when
configuration is performed.

If account has access to different
multiple systems, and wrong
system was selected when
configuration was performed

ACCENTRA
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Solution

Check WiFi/Cellular network is turned on
in the mobile device.

Check WiFi/Cellular network has coverage
at the location of the door.

Go back and verify the correct system
was selected. Possibility that the door
lock may have the same name on multiple
different systems.

Mobile credential not opening
offline lock or online updater

Credential revalidation period has
lapsed.

Credential does not have access
within the lock schedule.

Online updater or lock is not
configured.

Time on offline lock is not updated.

Mobile Access device presentation.

Mobile Access app is not open or
“Activate Key” button has not been
tapped.

Mobile device is presented to the
lock/online updater prior to tapping
“Activate Key” button.

Revalidate mobile credential by turning
on and connecting with WiFi or cellular
network.

Check lock access areas, profiles and
schedules to determine if credential
should have access during the time it was
presented.

Configure updater/lock using the
Multi-Family Management System
Configuration application.

Update time on offline lock with update
time function in Multi-Family Management
System Configuration application.

Mobile device must be presented to the
lock or online updater within read range to
initiate the mobile credential read. A static
hold is recommended on the face of the
target lock/updater to retry.

Unlock mobile device, open Multi-Family
Management System access app, tap
“Activate Key” button, place mobile device
within the read range of the target lock/
online updater.

Move the mobile device 1 to 2 feet

away from the lock/online updater, wait
approximately 5 seconds for the lock light
to go dark, tap “Activate Key” and then
present mobile device to lock.
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Problem

User is not able to connect
their mobile device to the
Multi-Family Management
System

Common Causes

Invitation code has expired.

Invitation code entered incorrectly.

Credential name does not match
the one in the Multi-Family
Management System.

Same email address used for
multiple mobile credentials

Solution

Issue a new mobile credential with a new
invitation code. Invitation code must be
used within seven (7) days of issuance.

Ask user to copy/paste invitation code into
the Mobile Access app

Verify correct credential name.

Re-issue credential using a different email
address.

Credentials denied at the
updater when updater is
configured and online

Credential does not have access.

Controller is configured but reader
was changed.

Check to ensure credential has access to
the lock controlled by the updater (areas,
profiles, schedules).

Updater needs to be reconfigured to

save the correct configuration in both the
controller and reader. Use the Multi-Family
Management System Configuration app.

Cards and/or FOBs being
denied access at offline door

Credential has not been handed
out with access permissions.

Credential does not have access to
opening.

Credential was handed out but was
not presented to online updater.

Credential was blocked at the
opening.

If batteries within the lock have
died and not been replaced, the
lock loses the ability to maintain its
internal clock.

Hand out credential and present to online
updater.

Check to see if credential was given
access to opening.

Present credential to online updater.

Check to see if credential was added to
block list for opening. If on block list, new
credential will need to be issued.

Update time on offline lock with update
time function in Multi-Family Management
System Configuration app.

Offline door not unlocking
when One Time PIN is entered

OTP being used on incorrect door.

More than one OTP issued for the
same door. Later issued code was
used before the previous code.

OTP codes in lock have run out,
lock requires updating to seed new
set of OTP codes.

Ensure user is entering OTP on the correct
door. Issue new OTP if needed.

Issue new OTP to user.

Use Multi-Family Management System
Configuration app to update lock.
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Problem

Unable to issue One Time PIN
(OTP) code to user

Common Causes

OTP codes in lock have run out.

Solution

Use Multi-Family Management System
Configuration app to update lock.

Door added to Access Group
but credential being denied
access

Offline lock was not updated with
new Access Group.

Access Profile only has access
area attached.

Use Multi-Family Management System
Configuration app to update offline lock.

Verify that the Access Profile has the
Access Group attached.

Credentials have access to
doors they are not supposed
to access

Access Profiles have multiple
different access areas/groups
associated.

Credential has multiple different
profiles attached to it.

Check the access profile and verify the
areas/groups selected are correct. To
further verify, check/save the .csv file for
access groups and verify which door(s)
the group is associated with.

Not able to give residents
permission to Resident
Managed Access™ functions

Resident Managed Access™
features not enabled for the site.

Contact the site Certified Integrator for
assistance enabling Resident Managed
Access™ functionality.

Resident mobile credential
only has guest permissions
associated

Guest credential installed on same
mobile device as resident mobile
credential, in the same Multi-
Family Management System.

Issue new mobile credential for the
resident with appropriate resident
permissions. This automatically removes
the guest credential.

This does not affect physical credentials.
A physical credential can be used to
access the resident’s regular access areas
and the mobile credential can be used for
guest access permissions.

Have the resident use two different mobile
devices, one for resident access and one
for guest access.
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Every day, we help billions of people experience a more open world.

ASSA ABLOY Opening Solutions leads the development within

door openings and products for access solutions in homes, businesses
and institutions. Our offering includes doors, frames, door and window
hardware, mechanical and smart locks, access control and service.

Contact Us

U.S.A.

ASSA ABLOY ACCENTRA
Address: 225 Episcopal Road
Berlin, CT 06037-4004

Tel: 1-800-438-1951

Fax: 1-800-338-0965
accentra.assaabloy.com

Canada:

ASSA ABLOY Door Security Solutions Canada
Address: 160 Four Valley Drive

Vaughan, Ontario L4K 4T9

Tel: 1-800-461-3007

Fax: 1-800-461-8989

assaabloydss.ca

International:

ASSA ABLOY Americas International
Tel: 1-905-821-7775

Fax: 1-905-821-1429
assaabloyai.com

Phone

1-800-810-9473

Customer Service Email
customerservice.accentra@assaabloy.com
Technical Product Support Email
techsupport.accentra@assaabloy.com
Order Entry Email
orders.accentra@assaabloy.com

Fax

1-800-338-0965

Website
www.accentra-assaabloy.com
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